Exchange Security
· Transport Level Security (TLS): Systems SHALL use TLS version 1.2 or higher for all transmissions not taking place over a secure network connection. (Using TLS even within a secured network environment is still encouraged to provide defense in depth.)
· Identity Verification and Authorization: For identity validation, use one or more mechanisms below:
· the SMART App Launch Authorization,
· mutually authenticated TLS,
· the FAST HL7 UDAP Security for Scalable Registration, Authentication, and Authorization IG, or
· the OAuth Server to Server Authentication as defined in SMART Back-end Services.
· When using OAuth (either through SMART or UDAP), OAuth tokens issued SHALL be tied to the client system's certificate.
CA:FeX Cross Profile Considerations
For implementers looking to enhance functionality around Network Security, Authentication, Authorization, and Auditing, it is important to note that the CA:FeX specification offers further guidance on groupings between CA:FeX actors and other IHE profiles (such as CT, IUA, ATNA). This strategic grouping enables additional security features and functionalities. Specifically, there is a dedicated CA:Sec implementation guidance that supports secure communications extensively. To leverage these advanced security capabilities, CA:FeX actors can be grouped with CA:Sec actors, allowing for a robust and secure integration that meets rigorous compliance and security standards in healthcare information exchanges. For further information please refer here.
