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Patients should have a greater degree of
choice to determine, at a granular level,
which personal health information should
be shared, with whom, and for what
purpose

ONC, Health Information Policy Committee, 2010

CONSENT-BASED GRANULAR DATA SHARING
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Support for
Granular
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R01 -My Data Choices
Communicable Diseases 

Genetic Information 
Mental Health 

Sexual and Reproductive Health 
Substance Use Information

2016-2021

R01- Substance Use Health Record
Sharing (SHARES)

Substance Use Information

2023-2028 

PATIENT-CONTROLLED DATA SHARING

Adela Grando, PhD
Principal Investigator
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Patient Data privacy & stigma 

Provider Effective & safe care

Law Data sharing requirements

Technology Data interoperability & standards

05

Driving forces 

GRANULAR DATA SHARING 
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Patient 
Perspectives

Soni et al. (2020) State of the art and mixed-method personalized approach to assess patient 
perceptions on medical record sharing and sensitivity. JBI

GRANULAR
DATA SHARING

25 Patients

 750 Data Items
66.4% agreements & 37.5% disagreements with providers’ classifications
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Provider
Perspectives

Banerjee et al. (2023) Physicians differ in their perceptions of sensitive medical records:
survey and interview study. Health Informatics Journal.

GRANULAR
DATA SHARING

 1,000 data items 
 50.0% agreements,  32.5% partial agreements & 17.5% disagreements 
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State & Federal Laws

GRANULAR
DATA SHARING

Saks et al. (2018) Granular Patient Control of Personal Health Information: Federal and 
State Law Considerations. Jurimetrics.
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 Granular data sharing

PATIENT PORTAL: FRONT END 
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 Granular data sharing

PATIENT PORTAL: FRONT END 

12



PATIENT 
PORTAL: 
BACK END 

Permission to 
Access 

Information

FHIR = Fast Healthcare Interoperability Resources 13



 FHIR-based granular data sharing

CLINICAL DECISION SUPPORT SYSTEM 

P. Lee, D. Mendoza, M. Kaiser, E. Lott, G. Singh, M.A. Grando (2024) FHIR Granular Sensitive Data Segmentation. ACI. 
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 Partial agreement

CONTEXTUAL REASONING

SUBSTANCE USE 

Opiates Screen Urine (positive)

EHR SUBSTANCE USE
Knowledge Base

Opiates Screen Urine (positive)

More context needed
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