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Privacy and Access to Healthcare Data
Agenda

Three considerations for privacy assurance within AI studies:

1. Premise: What data? Whose access? For what purpose? 

2. Challenges: Governance and de-identification is not enough

3. Emerging Technical solutions for multi-site analytics using 
PHI
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Privacy and Access to Healthcare Data
The Challenge of Access to PHI at Increasing Scale and Scope

For what purpose? What data? Whose access?

“The advent of Artificial Intelligence (AI) and Machine-Learning (ML) is 

showing that AI in medical imaging is requiring the “availability of high-

quality image data for testing and validation. Open access data 

sharing is critical to enable adequate sampling of the human 

population and the wide variety of disease states. It is equally critical to 

protect patient privacy and to comply with national and 

international regulations governing protected or sensitive health 

information and personally identifiable information”
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Privacy and Access to Healthcare Data
Open Data Management for PHI

The Open Data Handbook provides the following definition of Open Data:

“Open data is data that can be freely used, reused and redistributed by anyone 

– subject only, at most, to the requirement to attribute and share-alike.”

Open data exists in many forms such as datasets, survey results, and 

metadata. Data should exist in a form that can be used to duplicate and verify 

research findings. Open data is structured data and machine-readable. 

Therefore Open data policies often permit data to be accessed by machines for 

extraction, modification, and analysis.

Open data does not include personal data about individuals.”

 OK, but in a healthcare context, we need to share lots of data that 

starts or may need to persist as PHI…what to do?

Open Access and Open data Sharing Committee – York University

https://www.library.yorku.ca/web/open/overview/open-data/ (checked Feb 12_22)

http://opendatahandbook.org/guide/en/what-is-open-data/
https://www.library.yorku.ca/web/open/overview/open-data/
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Privacy and Access to Healthcare Data
No end of demand for PHI in sight…

Pesapane, F., Codari, M. & Sardanelli, F. Artificial intelligence in medical 

imaging: threat or opportunity? Radiologists again at the forefront of innovation 

in medicine. Eur Radiol Exp 2, 35 (2018).

https://eurradiolexp.springeropen.com/articles/10.1186/s41747-018-0061-6

(checked Feb 12_22)

https://eurradiolexp.springeropen.com/articles/10.1186/s41747-018-0061-6
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Privacy and Access to Healthcare Data
No end of demand for PHI in sight… 

Ohad, O., Gersh, Bernard J., Bhatt, Deepak L. Artificial intelligence in medical 

imaging: switching from radiographic pathological data to clinically meaningful 

endpoints. The Lancet Digital Health, Pages e441-e492 (September 2020)

https://www.sciencedirect.com/science/article/pii/S2589750020301606

(checked Feb 12_22)

“Investigations leveraging computer-aided 

diagnostics have shown excellent accuracy, 

sensitivity, and specificity for the detection 

of small radiographic abnormalities, with the 

potential to improve public health.

However, outcome assessment in AI imaging 

studies is commonly defined by lesion 

detection while ignoring the type and 

biological aggressiveness of a lesion, 

which might create a skewed representation 

of AI’s performance. 

Moreover, the use of non-patient-focused 

radiographic and pathological endpoints might 

enhance the estimated sensitivity at the 

expense of increasing false positives and 

possible over-diagnosis as a result of 

identifying minor changes that might reflect 

subclinical or indolent disease.

We argue for refinement of AI imaging 

studies via consistent selection of 

clinically meaningful endpoints such as 

survival, symptoms, and need for 

treatment.”

The need for even more personal data?

https://www.sciencedirect.com/science/article/pii/S2589750020301606
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https://www.medscape.com/viewarticle/886988

“The All of Us genomic study of the 

National Institutes of Health's (NIH's) 

Precision Medicine Initiative, which is 

expected to enroll 1 million people, has 

run into a problem in its pilot 

phase, Politico reports. About 30% of 

the people who have so far 

volunteered to provide their genetic 

material for the trial have not given 

researchers access to their electronic 

health records.

Another big challenge for All of Us will be 

to enroll participants who represent the 

genetic pool of the entire US population. 

In 2009, only 4% of 1.7 million 

participants in genome-wide 

association studies were people not of 

European descent, a Nature study 

found. A subsequent study in 2016 

showed that the non-European 

percentage had climbed to 20%, but that 

still does not reflect the diversity of 

Americans.”

Privacy and Access to Healthcare Data
Bias begins with the data…more data is the solution, and the problem

https://www.medscape.com/viewarticle/886988
https://allofus.nih.gov/
http://www.medscape.com/viewarticle/880697
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Y. Erlich et al. Science 10.1126/science.aau4832 (2018)

http://science.sciencemag.org/content/362/6415/690

“Consumer genomics databases have reached the scale of millions of individuals. 

Recently, law enforcement authorities have exploited some of these databases to identify 

suspects via distant familial relatives. Using genomic data of 1.28 million individuals tested 

with consumer genomics, we investigated the power of this technique. We project that about 

60% of the searches for individuals of European-descent will result in a third cousin or 

closer match, which can allow their identification using demographic identifiers. 

Moreover, the technique could implicate nearly any US-individual of European-descent 

in the near future. We demonstrate that the technique can also identify research 

participants of a public sequencing project. Based on these results, we propose a 

potential mitigation strategy and policy implications to human subject research.”

Privacy and Access to Healthcare Data
‘Inherently identifying information’ and re-identification risk

http://science.sciencemag.org/content/362/6415/690
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‘Necessary’: Somewhat preventative, but generally recuperative

(i.e. after the damage is done…)

• Ethical principles: (TCPS2, professional codes of practice…)

• Legal requirements: (PHIPA in Ontario - varies by jurisdiction; 

generally behind schedule and backward looking; lowest common 

denominator hard to establish or comply with…)  

• Contractual Requirements: cost and complexity scales with the size 

of the project or study 

Technical Methods/Controls: Largely preventative, permits ‘real world’ 

manipulation of PHI (multi-site, rich data sets) in a confidential 

manner…requires specialist/technical capabilities not yet mainstream:

• Distributed / centralized computing methods

• Homomorphic encryption methods

• Differential privacy

• Secure hardware

Privacy and Access to Healthcare Data
Governance, risk and compliance controls for PHI: it’s more than legal
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‘Real world’ 

privacy

problems

start here:

Privacy and Access to Healthcare Data
REB/ DAC Governance is not enough…

https://allofus.nih.gov/
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Privacy and Access to Healthcare Data
Governance is not enough…

Sharing without Sharing – Secure and Privacy-Conscious Federated Analytics

Prof. Jean-Pierre Hubaux, Head of the Laboratory for Data Security (LDS), 

EPFL 

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-

cis/events/gtkyn/prof-jean-pierre-hubaux/ (checked Feb 12_22)

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-cis/events/gtkyn/prof-jean-pierre-hubaux/


Privacy and Access to Healthcare Data
Privacy and Security Considerations – the emerging fine print…
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https://allofus.nih.gov/

On the one hand:

Recommendation 7.8: To safeguard against unintended release of the 

information, NIH should seek to establish an exemption under the Freedom of 

Information Act (FOIA) for release of genomic and other data held by the 

federal government. 

On the other hand:

Recommendation 7.9: Unauthorized re-identification or re-contacting of 

participants should be expressly prohibited in agreements for the use of 

specimens and data, and NIH should pursue legislation penalizing such 

actions. 

 Goodwill is not enough to protect privacy…

https://allofus.nih.gov/
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http://cancer.sanger.ac.uk/cosmic/beacon

Privacy and Access to Healthcare Data
Community Tools

https://www.ga4gh.org/

http://cancer.sanger.ac.uk/cosmic/beacon
https://www.ga4gh.org/
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http://cancer.sanger.ac.uk/cosmic/beaconhttps://www.ga4gh.org/

Privacy and Access to Healthcare Data
Community Tools

http://cancer.sanger.ac.uk/cosmic/beacon
https://www.ga4gh.org/
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Privacy and Access to Healthcare Data
Current next-generation (technical) methods for privacy preservation 

Kaissis, G.A., Makowski, M.R., Rückert, D. et al. Secure, privacy-preserving and 

federated machine learning in medical imaging. Nat Mach Intell 2, 305–311 

(2020).

https://www.nature.com/articles/s42256-020-0186-1 (checked Feb 12_22)

“The broad application of artificial intelligence 

techniques in medicine is currently hindered 

by limited dataset availability for algorithm 

training and validation, due to the absence 

of standardized electronic medical 

records, and strict legal and ethical 

requirements to protect patient privacy. 

… To prevent patient privacy compromise 

while promoting scientific research on large 

datasets that aims to improve patient care, 

the implementation of technical solutions 

to simultaneously address the demands 

for data protection and utilization is 

mandatory. Here we present an overview of 

current and next-generation methods for 

federated, secure and privacy-preserving 

artificial intelligence with a focus on medical 

imaging applications, alongside potential 

attack vectors and future prospects in medical 

imaging and beyond.”

The DI AI privacy challenge…and 

emerging solutions

https://www.nature.com/articles/s42256-020-0186-1
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Privacy and Access to Healthcare Data
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Privacy and Access to Healthcare Data
De-identification is the norm…but it’s not enough

Sharing without Sharing – Secure and Privacy-Conscious Federated Analytics

Prof. Jean-Pierre Hubaux, Head of the Laboratory for Data Security (LDS), 

EPFL 

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-

cis/events/gtkyn/prof-jean-pierre-hubaux/ (checked Feb 12_22)

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-cis/events/gtkyn/prof-jean-pierre-hubaux/
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Privacy and Access to Healthcare Data
”Federated Analytics” example
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Privacy and Access to Healthcare Data
”Federated Analytics” example
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Privacy and Access to Healthcare Data
“Federated Analytics” example
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Privacy and Access to Healthcare Data
The Challenge of Multi-site studies

Sharing without Sharing – Secure and Privacy-Conscious Federated Analytics

Prof. Jean-Pierre Hubaux, Head of the Laboratory for Data Security (LDS), 

EPFL 

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-

cis/events/gtkyn/prof-jean-pierre-hubaux/ (checked Feb 12_22)
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Privacy and Access to Healthcare Data
The Challenge of Multi-site studies

Sharing without Sharing – Secure and Privacy-Conscious Federated Analytics

Prof. Jean-Pierre Hubaux, Head of the Laboratory for Data Security (LDS), 
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Privacy and Access to Healthcare Data
“Federated Analytics” example – PIA Summary

Sharing without Sharing – Secure and Privacy-Conscious Federated Analytics

Prof. Jean-Pierre Hubaux, Head of the Laboratory for Data Security (LDS), 

EPFL 

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-

cis/events/gtkyn/prof-jean-pierre-hubaux/ (checked Feb 12_22)

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-cis/events/gtkyn/prof-jean-pierre-hubaux/
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Privacy and Access to Healthcare Data
“Federated Analytics” example

Sharing without Sharing – Secure and Privacy-Conscious Federated Analytics

Prof. Jean-Pierre Hubaux, Head of the Laboratory for Data Security (LDS), 

EPFL 

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-

cis/events/gtkyn/prof-jean-pierre-hubaux/ (checked Feb 12_22)

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-cis/events/gtkyn/prof-jean-pierre-hubaux/
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Privacy and Access to Healthcare Data
“Federated Analytics” example: Data and Model Confidentiality

Sharing without Sharing – Secure and Privacy-Conscious Federated Analytics

Prof. Jean-Pierre Hubaux, Head of the Laboratory for Data Security (LDS), 

EPFL 

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-

cis/events/gtkyn/prof-jean-pierre-hubaux/ (checked Feb 12_22)

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-cis/events/gtkyn/prof-jean-pierre-hubaux/
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Privacy and Access to Healthcare Data
EPFL Publications

Sharing without Sharing – Secure and Privacy-Conscious Federated Analytics

Prof. Jean-Pierre Hubaux, Head of the Laboratory for Data Security (LDS), 

EPFL 

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-

cis/events/gtkyn/prof-jean-pierre-hubaux/ (checked Feb 12_22)

https://www.epfl.ch/research/domains/cis/center-for-intelligent-systems-cis/events/gtkyn/prof-jean-pierre-hubaux/


Questions?

Thank You!

jeff.curtis@sunnybrook.ca

mailto:jeff.curtis@sunnybrook.ca
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