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Disclaimer

SmartRG does not assume any liability arising out of the application or use of any products, or software described herein. Neither does
it convey any license under its patent rights nor patent rights of others. SmartRG further reserves the right to make changes to any
products described herein without notice. This publication is subject to change without notice.

Any trademarks mentioned in this publication are used for identification purposes only and may be properties of their respective own-
ers.

Copyright and Trademarks
Copyright © 2016 by SmartRG, Inc.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a retrieval system, translated
into any language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying,
manual, or otherwise, without the prior written permission of SmartRG, Inc.

Published by SmartRG, Inc. All rights reserved.

FCC Interference Statement

This device complies with Part 15 of the Federal Communications Commission (FCC) Rules. Operation is subject to the following two con-
ditions:

 This device may not cause harmful interference.

 This device must accept any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment gen-
erates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harm-
ful interference to radio communications. However, there is no guarantee that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

» Reorient or relocate the receiving antenna.
« Increase the separation between the equipment and receiver.
» Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

o Consult the dealer or an experienced radio/TV technician for help.

This Class B digital apparatus complies with Canadian ICES-003.

Cet appareil numrique de la classe B est conforme A la norme NMB-003 du Canada.

FCC Caution
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SMART/RG

Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate

this equipment.

IMPORTANT NOTE: FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed an operated with a minimum distance of 20cm between the radiator and your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Safety Warnings

For your safety, be sure to read and follow all warning notices and instructions.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALL RIGHTS RESERVED. COPYRIGHT © 2016

To reduce the risk of fire, use only No. 26 AWG (American Wire Gauge) or larger telecommunication line cord.

Do NOT open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks.
ONLY qualified service personnel can service the device. Please contact your vendor for further information.

Use ONLY the dedicated power supply for your device. Connect the power cord or power adapter to the correct supply voltage
(110V AC in North America or 230V AC in Europe).

Do NOT use the device if the power supply is damaged as it might cause electrocution.
If the power supply is damaged, remove it from the power outlet.
Do NOT attempt to repair the power supply. Contact your local vendor to order a new power supply.

Place connecting cables carefully so that no one will step on them or stumble over them. Do NOT allow anything to rest on the
power cord and do NOT locate the product where anyone can walk on the power cord.

If you wall mount your device, make sure that no electrical, gas, or water pipes will be damaged.

Do NOT install nor use your device during a thunderstorm. There may be a remote risk of electric shock from lightning.
Do NOT expose your device to dampness, dust, or corrosive liquids.

Do NOT use this product near water, for example, in a wet basement or near a swimming pool.

Make sure to connect the cables to the correct ports.

Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your device.

Do NOT store things on the device.

Connect ONLY suitable accessories to the device.
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Welcome!

Thank you for purchasing this SmartRG product.

SmartRG proudly brings you the best, most innovative broadband gateways available. SmartRG enables service providers to monitor,
manage, and monetize the connected home through the design and production of reliable and highly interoperable hardware and soft-
ware solutions.

As an early innovator in TR-069 remote management technology, SmartRG offers the finest in managed broadband and home net-
working solutions. Our products leverage various broadband access technologies and are outfitted with highly customizable software,
meeting diverse service provider requirements. Based in the USA, SmartRG provides local, proactive software development and cus-
tomer support. In the rapidly evolving broadband market, SmartRG helps service providers keep their businesses on the cutting edge
through its laser-focused product line, leveraging the very latest in broadband access and home networking technologies. SmartRG solu-
tions enable service providers to improve their bottom line by reducing service costs and increasing customer satisfaction.

Learn more at www.SmartRG.com.

Purpose & Scope

The purpose and scope of this document is to provide SmartRG customers with installation, configuration and monitoring information
for the SR300x and SR500x CPE platforms.

Intended Audience

The information in this document is intended for Network Architects, NOC Administrators, Field Service Technicians, and other net-
working professionals responsible for deploying and managing broadband access networks. Readers of this manual are assumed to have
a basic understanding of desktop computer operating systems, networking concepts and telecommunications.

Getting Assistance

Subscribers: If you require help with this product, please contact your service provider.

Service providers: if you require help with this product, please open a support request.
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GETTING FAMILIAR WITH YOUR GATEWAY

This section contains a quick description of the Gateway's lights, ports, and buttons. SmartRG produces several models that vary slightly
in capabilities (See Appendix B for details) but the basic scheme of lights, ports and buttons represented in this section exists on each
model.

LED Status Indicators

Your SmartRG gateway has several indicator lights (LEDs) on its exterior. The number and type of ports vary from model to model. The
following table illustrates a comprehensive set of LEDs to cover the indicators available on all models.

POWER WAN LAN 1-4 WLAN WPS DSL 1 or2 INTERNET
N ' ) Power up test failure ) ®e
e S S ety itne W e SO o .
No sync to DSL line @ @)
DSL sync in progress [ )
Modem authenticatio nin progress @] { ] {5}
DSL sync acquired and gateway online @ [ ) ()
Gateway online and data transfer in progress [ o {S}
IP connec tion failure O @) .
. Connection dropped - attempting @ o o o
re-authentication
© LANdeviceonnetworkconnected @ e
"""""""""""""""" Wi-Fienabledon modem @ &
B e TN T I 7,3
WPS Setup procedur e in progres s o o
"""" Failureto find any partner with whichtopaic @ &
 Session overlap detected. Possible securityrisk @ o
......... wpsccnnecnoncommetedsuccessfuuy...

@®:on  O:off {®}:Blinking/ active

Connections
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Below is a generic representation of a SmartRG gateway, Your specific model may have more or fewer ports and controls across the
back of the unit. Refer to the Quick Start Guide enclosed with your gateway for specifics regarding installation of your particular model.

DSL LAN USB Power

m@m () on/off ’-

The ports depicted in this example are described below.

DSL

The grey RJ12 port labeled DSL is specifically intended for connection to an internet provider via a DSL (Digital Subscriber Line) service.
The center pair carries the first DSL line. For models like the SR550n equipped with two DSL ports and bonded DSL capability, the outer
pair carries the second line.

L -
DSL Lina 1—————.':;’%_\—1 ___DSL Lina 2

WAN

A stand-alone R]45 port labeled WAN enables your SmartRG gateway to be hard-wired to another network device with a RJ45/Ethernet
output such as a cable, fiber, or DSL modem.

For models with a stand-alone, RJ45, WAN port and a DSL port, the WAN port can be re-purposed to function as an additional LAN port
when your internet connection is via DSL.

For instructions to enable this SmartPort™ feature, see the Ethernet Configuration section in this manual.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016
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LAN

The four (yellow) RJ45 ports across the back of your gateway labeled LAN1, LAN2, LAN3, LAN4 are the means to connect client devices
such as computers and printers to your gateway.

On some models, one of these four ports may be labeled as WAN indicating SmartPort™ support. SmartPort allows a LAN port to be re-
purposed to function as an Ethernet WAN port (described above). When this port is serving as a LAN port, the corresponding LED on the
face of the unit is labeled "WAN"

For instructions to enable this SmartPort™ feature, see the Ethernet Configuration section in this manual.

USB

USB ports on SmartRG products currently provide +5 DC volts.

POWER

Use only the power supply included with your gateway. Intended for indoor use only.

External Buttons

Smart RG gateways provide push-button controls on the exterior for critical features. These buttons provide a convenient way to trigger
WPS mode, toggle the WiFi radio on and off, or reset the gateway. Their presence and locations vary by model.

The following describes each of these controls.

WPS Button

The WPS button triggers WPS (Wi-Fi Protected Setup™) mode. WPS is a standard means for creating a secure connection between your
gateway and various wireless client devices. It is designed to simplify the pairing process between devices.

If you have client devices that support WPS, use this button to automatically configure wireless security for your network.
For specific instructions, refer to the Quick Start Guide included with your gateway. Also see the "Basic" section of this manual.

WPS configures one client device at a time. You can repeat the steps as necessary for each additional WPS-compliant device you wish
to connect.

The location of the WPS button varies by model:

o For SR360n models, the button is located on the top of the unit.
o For SR510n, SR550n, SR515ac, and SR552n models, the button is located on the left side of the unit.

For other models, an exterior button is not present. However, WPS is supported via the on-board software.

For specific instructions, refer to the Quick Start Guide included with your gateway.

WiFi or WLAN Button

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALL RIGHTS RESERVED. COPYRIGHT © 2016
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The button labeled WiFi or WLAN (depending on model) toggles the WiFi radio on and off. The WLAN LED indicator on the gateway dis-
plays the current state of the WiFi radio.

The location of the WLAN button varies by model:
« For SR360n models, the button is located on the top of the unit.
o For SR510n, SR512nm, SR550n, and SR552n models, the button is located on the left side of the unit.

For other models, an exterior button is not present. However, WiFi is supported via the on-board software.
For specific instructions, refer to the Quick Start Guide included with your gateway.

To activate the WiFi radio, press and hold the WiFi (WLAN) button for 3-5 seconds and then release. Expect a 1-3 second delay before
the WiFi (WLAN) LED turns on. Repeat this step to deactivate the WiFi radio.

Reset Button

The Reset button is a small hole in the gateway's enclosure with the actual button mounted behind the surface. This style of push-button
prevents the gateway from being inadvertently reset during handling. Reset must be actuated with a paper clip or similar implement.
The location of the Reset button varies by model:

o For SR5xx and SR630n models, the button is located on the rear of the unit.
« For SR350n models, the button is located on the bottom of the unit.
o For SR360n models, the button is located on the left side of the unit.

This pin-hole sized reset button has three functions. The duration for which the button is held dictates which function is carried out.

Hold Duration Effect

Less than 6 seconds : Performs a modem reset that is equivalent to the Reboot function in the gateway software.

20 or more seconds : Changes the POWER LED to red and the gateway enters CFE mode which is a state associated with performing
- firmware updates via Internet browser.

Installing your SmartRG Gateway

The following instructions explain all connection types offered for SmartRG gateways. For instructions specific to your gateway, follow
the instructions in the Quick Start Guide included in the box.

1. Attach your computer's RJ45 connection to any of the SmartRG gateway's LAN ports (1-4).

2. Configure your computer's IP interface to acquire an IP address using DHCP. (For instructions on logging in to a SmartRG gate-
way configured for "bridge mode"operation, see the Note below.)

Logging in to your SmartRG Gateway's Ul

To manually configure the SmartRG Gateway, you can access the gateway's embedded web Ul.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALL RIGHTS RESERVED. COPYRIGHT © 2016
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1. Open a browser and enter the gateway's default address (usually http://192.168.1.1; may also be http://192.168.0.1) in the
address bar.

2. For some models, the Network status page appears. If so, click the Manage gateway (advanced) link (usually located in the
upper right corner). The Authentication Required dialog box appears.

a8 0o Mptwork SLatuy o -

m

- c N 192.168.1.1 |

SMART/RG

Hetwork status
K S
Hitworh Authentication Reguired e Gitrs dsanced]
= The senver Bitp: /192, 168.1, 180 requires & wsername and e g
@ pasiword. The server 1ay3s: Broadband Kouser,
Liser Hame admin
Password i-u.u.n.
Please windt while Camgml Log Ia
Setup will be complBUE TR T MEAOET.

-~ Establishing WAN Ethernet connection - Please confirm your gateway is connected to
the Intermet --

3. For all models, enter the default username and password (usually: admin/admin) and click Login or OK to display the default
landing page. For many models, this is the Device Info page.

Note: The gateway's Ul can be accessed via the WAN connection by entering the WAN IP address in your browser's address bar and
entering the default username and password: support/support. WAN HTTP access control MUST be enabled to access the gateway's Ul
via the WAN connection. For more information, see the Management Access Control section.

If your SmartRG gateway is configured for "bridge mode" (modem) operation, your PC will NOT be able to acquire an address via CPE
DHCP. Instead, manually configure your PC's interface with an IP address on the default network (e.g., 192.168.1.100).

The remainder of this guide is dedicated to a sequential walk-through of the gateway user interface. Screen captures are provided along
with descriptions of the options available on the pictured page. Where applicable, valid values are provided.

For in-depth "how-to" information for specific scenarios, look at the knowledge base found on our support web site. Access to this site is
restricted to SmartRG customers and partners. Do not share links to this site with your subscribers.
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Device Info

There are several selections under Device Info in the left navigation bar. Each of them shows a different element of the gateway's
setup, status or nature of its connection with the provider and also with LAN devices. Device Info pages are read-only. You cannot inter-
act with or change the settings in this section.

Summary

When you log into the gateway interface, the Device Info is the first page to appear. This page displays details about the hardware and
software associated with your gateway. In addition, the current status of the WAN connection (if present) is shown.

Note: The following variations exist:

« For the SR3xxn models, the Symmetric CPU Threads field and Aggregate Line Rate fields are not applicable.

« For the SR505n and SR510n models, the Aggregate Line Rate fields are not applicable. The BO Traffic & B1 Traffic fields are
unique to these two models and are not shown below.

« For the SR515ac model, the Traffic Type and Aggregate Line Rate fields are not applicable.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016
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Device Info

Board ID:
Symmetric CPU Threads:

Build Timestamp:

Software Yerslon:

Configuration Fite Origin:

Bootloader (CFE) Version:  FEELEEERT.
D5L PHY and Driver Yersion: Evi R rb ]
Wiretess Driver Version: ﬁ.!ﬂ.lﬁ!.zl:p&d.i]m.i
Uptime: 00 0+ S59M 135
Systern Base MAC Address:  [EgreRSHHCH

Serfal Humber: SRS52MADEA- 000454

Traffic Type:

Aggregate Line Rate - Upstream (Kbps):
Aggregate Line Rate - Downstream (Kbps):
LN iPvd Address:

Default Gatewsy:

WAN [Pvd Aridiress
Primary DHS Server:
Secondary DNS Server:
LAN 1Pv6 ULA Address:
Default 1Pwvh Gateway:

This information reflects the current status of your WAN connection.

SMART/RG

On this page, you can view information about the connection between your ISP and your gateway. The WAN interface can be DSL or Eth-
ernet and supports a number of Layer 2 and above configuration options (explained later in this document). Some features are sup-
ported only on specific SmartRG models. Those exceptions are specified in this guide.

In the left navigat

ion bar, click Device Info > WAN. The following page appears.
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SMART/RG

SMART/RG SRE10R

Bowrwvanrd fhariing

Description | Typs | Vianbockd

The fields on this page are explained in the following table.

Field Name Description

Interface The connection interface (Layer 2 interface) through which the gateway handles the traffic.
Description The service description such ipoe_0_0_1, showing the type of WAN and its ID..

Type The service type. Options are PPPoE, IPoE, and Bridge.

VlanMuxId The VLAN ID. Options are Disabled or 0-4094.

IPv6 The state of IPv6. Options are Enabled and Disabled.

Igmp (Not available on SR515ac gateways) The state of IGMP. Options are Enabled and Disabled
Igmp Pxy : (Applies to SR515ac gateways only) The IGMP proxy.

Igmp Src Enbl ' (Applies to SR515ac gateways only) The IGMP source option is enabled for this connection.
MLD : (Not available on SR515ac gateways) The state of MLD. Options are Enabled and Disabled.
MLD Pxy : (Applies to SR515ac gateways only) The MLD proxy.

MLD Src Enbl : (Applies to SR515ac gateways only) The MLD source option is enabled for this connection.
NAT : The state of NAT. Options are Enabled and Disabled.

Firewall The state of the Firewall. Options are Enabled and Disabled.

Status The status of the WAN connection. Options are Disconnected, Unconfigured, Connecting, and

' Connected.

IPv4 Address The obtained IPv4 address.
IPv6 Address The obtained IPv6 address.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016
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Statistics
The Statistic pages provide network interface information for LAN, WAN Service, xXTM and xDSL. All data is updated in 15-minute inter-
vals.
Notes:
» For SR512nm models, statistics are also provided for MoCA connections.
« For SR515ac models, statistics are also provided for the 2.4 Ghz and 5 Ghz wireless connections.
LAN

On this page, you can view the received and transmitted bytes, packets, errors and drops for each LAN interface configured on your gate-
way. All local LAN Ethernet ports, Ethernet WAN ports and w10 (Wireless Interface) are included.

In the left navigation bar, click Device Info > Statistics. The Statistics - LAN page appears where you can view detailed information
about the status of your LAN.

To reset the counters, click Reset Statistics near the bottom of the page.

SMART/RG

forward thinking

Statistics -- LAN

Transmitted
Bytes Pkits Errs Drops Bytes Pkts Errs Drops

Note: Only the SR360n and SR5xx models support the SmartPort feature where a LAN port can be re-purposed to function as a WAN
port (as shown in the Interface column).

The fields on this page are explained in the following table.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

: Available LAN interfaces. Options are LANT- LAN4, WAN (if configured on your device), and WIO
' (Wireless LAN-side interface), and 2.4 Ghz and 5 Ghz (SR515ac only).

Interface

Bytes Total number of packets in bytes.

Pts L Total number of packets.
e Total number of error packets.
Drops Totalnumber of dropped packets.

WAN Service

On this page, you can view the received and transmitted bytes, packets, errors and drops for each WAN interface for your SmartRG
Gateway. All WAN interfaces configured for your gateway are included.

In the left navigation bar, click Device Info > Statistics > WAN Service. The Statistics - WAN page appears where you can view detailed
information about the status of your WAN.

To reset the counters, click Reset Statistics near the bottom of the page.

SMART/RG’

forward thinking

Device Info Statistics -- WAN
Summary
WAN Interface Description Received Transmitted
Statisti Bytes Pkts Errs Drops Bytes Pkts Errs Drops
LANCS ptm0 ipoe_0_O_1 M K'NE'N N 0(0]J0o] O
XTM |_Reset Statistics |
xDSL i A o A s e AT o s o 0D

The fields on this page are explained in the following table.

Field Name Description

Interface : Available WAN interfaces. Options are: atm, ptm, and eth.

.................................................................................

Bytes : Total quantity of packets in bytes.
Pkts : Total quantity of packets.
Errs

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

Statistics - WAN Page for SR515ac Gateway

The Statistics - WAN page for the SR515ac gateway is shown below. Statistics are provided for Multicast, Unicast, Broadcast, anf total
packets received and sent.

The columns labeled Interface and Description for the other gateway models are combined into the Service Description column on the
SR515ac page.

"SMART/RG

Torveard thanking

xTM

On this page, you can view the ATM/PTM statistics for your gateway. All WAN interfaces configured for your SmartRG gateway are
included.

In the left navigation bar, click Device Info > Statistics > xTM. The Interface Statistics page appears.

To reset these counters, click Reset Statistics near the bottom of the page.

SMART/RG’

forward thinking

Device Info Interface Statistics

Summary Port In Out L} Out In OAM Out OAM In ASM Out ASM In Packet In Cell
WAN Number Octets Octets Packets Packets Cells Cells Cells Cells Errors Errors

Statistics

LAN

WAN Service Reset |

xDSL

B s W N N P ur PR o Y " Ve S VORI .\

The fields on this page are explained in the following table.
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Port Number Statistics for Port 1, or both ports if Bonded.
noctets Total quantty of eceived ocets.
OutOctets  {Total quantity of tansmitied octets.
IPackets  {Total quantiy of received pacets.
OutPackets | Total quantity of wansmited packets.

In Cell Errors : Total quantity of received cell errors.

xDSL

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016
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On this page, you can view the DSL statistics for your gateway. All xDSL (VDSL or ADSL) interfaces configured for your SmartRG gate-
way are included. The terms and their explanations are derived from the relevant ITU-T standards and referenced accordingly.

1. Inthe left navigation bar, click Device Info > Statistics > xDSL. The Statistics - xDSL page appears.

SMART/RG

forward thinking

Device Info Statistics -- xDSL
Summary
WAN
Statistics
LAN
WAN Service
xT™M
xDSL
Route
ARP
DHCP
Advanced Setup
Wireless
Diagnostics
Management
Logout

Bonding Line Selection | line1 : |

Line Coding(Trellis):
SNR Margin (0.1 dB):

RS Correctable Errors:
RS Uncorrectable Errors:

|_xDSL BER Test || Reset Statistics |

2. In the Bonding Line Selection field, select the line for which you want to view the statistics.
Note: For the SR350n, SR360n, and SR505n models, the Bonding Line Selection field does not appear.

3. Torun an xDSL Bit Error Rate (BER) test which determines the quality of the xDSL connection:
a. Scroll to the bottom of the page and click xDSL BER Test. The ADSL BER Test dialog box appears.

b. In the Tested Time field, select the duration in seconds and click Start. Options range from 1 second to 360 seconds.
The test transfers idle cells containing a known pattern and compares the received data with this known pattern. Com-
parison errors are tabulated and displayed.

4. Toreset the counters, click Reset Statistics at the bottom of the page.

The fields on this page are explained in the following table.
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Mode : xDSL mode that the modem has trained under, such as ADSL2+, G.DMT, etc.

TrafficType |Connection type. Options are: ATM, PTM and ETH.
status ' Status of the connection. Options are: Up, Disabled, NoSignal, and Initializing.
LinkPower State ' Current link power management state (e.g. L0, 12,13).

SNR Margin (0.1db) : The signal-to-noise ration margin (SNRM) is the maximum increase (in dB) of the
‘ received noise power, such that the modem can still meet all of the target BERs over all
" the frame bearers. [2]

Attenuation (0.1 db) éThe signal attenuation is defir.led as the difference in dB between the power received at
‘ the near-end and that transmitted from the far-end. [2]

Output Power (0.1  : Transmit power from the gateway to the DSL loop relative to one Milliwat (dBm).
dBm) :

Attainable Rate : The typically obtainable sync rate, i.e., the attainable net data rate that the receive PMS-
(Kbps) : TC and PMD functions are designed to support under the following conditions:

« Single frame bearer and single latency operation

« Signal-to-Noise Ratio Margin (SNRM) to be equal or above the SNR Target Mar-
gin

« BER not to exceed the highest BER configured for one (or more) latency paths

« Latency not to exceed the highest latency configured for one (or more) latency
paths

« Accounting for all coding gains available (e.g., trellis coding, RS FEC) with latency
bound

o Accounting for the loop characteristics at the instant of measurement [2]

PhyR Status : (Visible only for gateways connected via DSL) Physical Layer Retransmission feature
' status. Options are Inactive and Active,

G. inp Status : (Visible only for gateways connected via DSL) The status of video data retrieval from the
' buffer. Options are Inactive and Active,

Rate (Kbps) : The current net data rate of the xDSL link. Net data rate is defined as the sum of all
: frame bearer data rates over all latency paths. [2]

B (# of bytes in Mux : The nominal number of bytes from frame bearer #n per Mux Data Frame at Reference
Data Frame) - Point A in the current latency path.

M (# of Mux Data  : The number of Mux Data Frames per FEC Data Frame in the current latency path.
Frames in FEC Data

T (Mux Data Frames : The ratio of the number of Mux Data Frames to the number of sync bytes in the current
over sync bytes) - latency path.

R (# of check bytes in : The number of Reed Solomon redundancy bytes per codeword in the current latency
FEC Data Frame) - path. This is also the number of redundancy bytes per FEC Data Frame in the current
 latency path.
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S (ratio of FEC over : The ratio of FEC over PMD Data Frame length.
PMD Data Frame

L (# of bits in PMD  : The number of bits from the latency path included per PMD.
Data Frame) :

Delay (msec) : The PMS-TC delay in milliseconds of the current latency path (or the lowest latency path
- when running dual-latency paths).

OH Frames : The number of xDSL OH Frames transmitted/received.

OHFrame Errors . The number of xDSL OH Frames transmitted/received with errors.
(End of DSL-specific field growp)
Super Frames The number of xDSL Super Frames transmitted/received.

RS Words : The number of Reed-Solomon-based Forward Error Correction (FEC) codewords trans-
: mitted/received.

RS Correctable Errors : The number of Reed-Solomon-based FEC codewords received with errors that have been
. corrected.

RS Uncorrectable : The number of Reed-Solomon-based FEC codewords received with errors that were not
Errors - correctable.

RS Codewords : (Visible only for gateways connected via DSL) Total number of Reed-Solomon Codewords
Received ‘received.

RS Codewords Cor- : (Visible only for gateways connected via DSL) Total number of Reed-Solomon Codewords
rected s corrected.

RS Codewords Uncor- : (Visible only for gateways connected via DSL) Total number of Reed-Solomon Codewords
rected - Uncorrected

HEC Errors * A count of ATM HEC errors detected. As per ITU-T G.992.1 and G.992.3, al-byte HEC is

- generated for each ATM cell header. Error detection is implemented as defined in ITU-T
+1.432.1 with the exception that any HEC error shall be considered as a multiple bit error,
: and therefore, HEC Error Correction is not performed. [1],[2]

OCD Errors : Total number of Out-of-Cell Delineation errors. ATM Cell delineation is the process which
- allows identification of the cell boundaries. The HEC field is used to achieve cell delin-
+ eation. [4] An OCD Error is counted when the cell delineation process transitions from the
: SYNC state to the HUNT state. [2]

...................... e T T T ..
LCD Errors : Total number of Loss of Cell Delineation errors. An LCD Error is counted when at least
-one OCD error is present in each of four consecutive overhead channel periods and SEF
: (Severely Errored Frame) defect is present. [2]

Total Cells The total number of cells (OAM and Data cells) transmitted/received.

DataCells  : The total number of data cells transmitted/received.
BitErrors | The total number of Idle Cell Bit Errors in the ATM Data Path. 3]
Totales  Total number of Errored Seconds. This parameter is a count of 1-second intervals with

- one or more CRC-8 anomalies. [4]
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Total SES : Total number of Severely Errored Seconds. An SES is declared if, during a 1-second inter-
- val, there are 18 or more CRC-8 anomalies in one or more of the received bearer chan-
' nels, or one or more LOS (Loss of Signal) defects, or one or more SEF (Severely Errored
: Frame) defects, or one or more LPR (Loss of Power) defects. [4]

Total UAS : Total number of Unavailable Seconds. This parameter is a count of 1-second intervals for
- which the xDSL line is unavailable. The xDSL line becomes unavailable at the onset of 10
- contiguous SESs. These 10 SES's shall be included in the unavailable time. Once unavail-
. able, the xDSL line becomes available at the onset of 10 contiguous seconds with no
' SESs. These 10 seconds with no SES'’s shall be excluded from unavailable time. [4]

References

[1]ITU-T Recommendation G.992.1 (1999), Asymmetric digital subscriber line (ADSL) transceivers.

[2] ITU-T Recommendation G.992.3 (2005), Asymmetric digital subscriber line transceivers 2 (ADSL2).

[3] ITU-T Recommendation G.997.1 (2006), Physical layer management for digital subscriber line (DSL) transceivers.

[4] ITU-T Recommendation 1.432.1 (1999), B-ISDN user-network interface — Physical layer specification: General characteristics.

Route

On this page, you can view the LAN and WAN route table information configured in your SmartRG Gateway for both IPv4 and IPv6
implementation.

In the left navigation bar, click Device Info > Route. The following page appears.
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Device Info -- Route

Flags: U - up, ! - reject, G - gateway, H - host, R - refnstate
D - dynamic (redirect), M - modified (redirect).

Destination Gateway Subnet Mask Flag Metric Service Interface
192.168.1.0 | 0.0.0.0 |255.255.255.0|U |0 brl

IPv6 Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
D - dynamic {redirect), M - madified (redirect).

Destination Mext Hop Flag Metric Service Interface

&4 a u 256 bri
feB0; /64 |:: u 136 eth4d
feB0:: /64 |:: u 156 &thl

The fields on this page are explained in the following table.

Field Name Description ‘

Destination (Including IPv6 Route) : Destination IP addresses.

Gateway GatewayPaddress.
sbretMask swnetmasks.
Flag (ncuding PG Route) Swtusofthefiogs
Metric(ncuding IPv6 Route) : Number of hops requied toreach the defaut gateway
Sevice (ncuding 6 Route) {Servicetype.

Next Hop (IPv6 Route only) - Next hop IP address.

ARP

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

On this page, you can view the host IP addresses and their hardware (MAC) addresses for each LAN Client connected to the gateway via
a LAN Ethernet port or wireless LAN.

In the left navigation bar, click Device Info > ARP. The following page appears.

SMART/RG’

forward thinking

Device Info Device Info -- ARP
Summary
WAN

IP address Flags HW Address Device
Statistics 192.168.1.10 | Complete | 98:fc:11:aa:2a:7a | br0

Route
192.168.1.3 |Complete | 68:5b:35:94:¢9:b6 | br0
| ARP |

DHCP o ot oM e A Boma b B o A, Py eY

The fields on this page are explained in the following table.

Field Name Description

IP address éThe IP address of the host.

DHCP

The DHCP page displays a list of locally connected LAN hosts and their DHCP lease status, which are directly connected to the SmartRG
Gateway via a LAN Ethernet port or Wireless LAN.

In the left navigation bar, select Device Info > DHCP. The following page appears.
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Device Info Device Info -- DHCP Leases
Summary
WAN IP Address  Expires In
Statistics i e oA .
MBP 68:5b:35:94:¢9:b6 [192.168.1.3 | - -0
= M s, A P’ § » PRSP

The fields on this page are explained in the following table.

Field Name  Description

Hostname : The host name of each connected LAN device.

Expires In  : The time until the DHCP lease expires for each LAN device.

ADVANCED SETUP

In this section, you can configure network interfaces, security, quality of service settings, and many other settings for your gateway and

network.

Layer2 Interface

In this section, you can configure interfaces for ATM, PTM and Ethernet interfaces. Generally you can accept the settings configured by

default. If your network is highly customized, you may need to modify some of the settings, such as Username and Password.

ATM Interface

On this page, you can configure Asynchronous Transfer Mode / Permanent Virtual Conduit (ATM/PVC) settings for your gateway. You

can customize latency options, link type, encapsulation mode and more.

Note: Devices (routers) on both ends of the connection must support ATM / PVC.
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1. In the left navigation bar, click Advanced Setup > Layer2 Interface > ATM Interface and then click Add. The following page
appears.

SMART/RG

forward thinking

Device Info ATM PVC Configuration
Advanced Setup . .
Layer? Interface This screen allows you to configure a ATM PVC.
WAN Service VPI: [0 | [0-255]
4G LTE Settings VCI: 35 | [32-65535)
Ethernet Config
m Select DSL Latency
Securlty Path0 (Fast)
Parsntal Control ) Path1 (Interleaved)
S Select DSL Link Type (EoA is for PPPoE, IPoE, and Bridge.)
Routing ® EoA
DNS © PPPoA
DSL O IPoA

DSL Bonding
UPnP
DNS Proxy
Interface Grouping
IP Tunnel
IPSec
Certificate
Multicast
Wireless
Diagnostics
Management
Logout

Encapsulation Mode: | LLC/SNAP-ERIDGING + |

Service Category: | UBR Without PCR  * |

—

Minimum Cell Rate: Bl [cells/s] (-1 indicates no shaping)

Select Scheduler for Queues of Equal Precedence as the Default Queue
@® Weighted Round Robin

© Weighted Fair Queuing

Default Queue Weight: 1 |[1-63]

Default Queue Precedence: & | [1-8] (lower value, higher priority)

VC WRR Weight: [ ][1-63]

VC Precedence: [s ] [1-8] (lower value, higher priority)

Note: VC scheduling will be SP among unequal precedence VC's and WRR among equal precedence VC's.
For single queue VC, the default queue precedence and weight will be used for arbitration.

For multi-queue VC, its VC precedence and weight will be used for arbitration.

| Back || Apply/Save |

2. Modify the settings as desired, using the information provided in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

VPI : Enter a Virtual Path Identifier. A VPl is an 8-bit identifier that uniquely identifies a network
 path for ATM cell packets to reach its destination. A unique VPI number is required for each
: ATM path. This setting works with the VCI. Each individual DSL circuit must have a unique
* VPI/VCI combination. String limits are: 0-255.
................... b @ e e mm il
vcl : Enter a Virtual Channel Identifier.A VCl is a 16-bit identifier that has a unique channel.
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: Options are: 32-65535.

Select DSL Latencyé Select the level of DSL latency. Options are:

» PathO Fast: No error correction and can provide lower latency on error free lines.

o Path1Interleaved: Error checking that provides error free data which increases
latency.
o PathO&1 Both: Fast & Interleaved.

Select Link Type Select the linking protocol. EoA is the most popular with PPPoA a close second (used with
many legacy ISPs). Options are:

o EOA: Ethernet over ATM.
« PPPoA: Point-to-Point Protocol over ATM.

o IPoA: Internet Protocol over ATM.

Encapsulation : Select whether multiple protocols or only one protocl is carried per PVC (Permanent Virtual Cir-
Mode : cuit). Options are:

o LLC/SNAP-BRIDGING: Logical Link Control used to carry multiple protocols in a single
PVC.

o VC/MUX: Virtual Circuit Multiplexer creates a virtual connection used to carry one
protocol per PVC.

................... g

Service Category ' Select the bit rate protocol. Options are:

o UBR without PCR: Unspecified Bit Rate with no Peak Cell Rate, flow control or time
synchronization between the traffic source and destination. Commonly used with
applications that can tolerate data / packet loss.

« UBR with PCR: Same as above but with a Peak Cell Rate.

« CBR: Constant Bit Rate relies on timing synchronization to make the network traffic
predictable. Used commonly in Video and Audio traffic network applications.

« NON Realtime VBR: Non Realtime Variable Bit Rate used for connections that trans-
port traffic at a Variable Rate. This category requires a guaranteed bandwidth and
latency. It does not rely on timing synchronization between the destination and
source.

» Realtime VBR: Realtime Variable Bit Rate. Same as the above option but relies on
timing and synchronization between the destination and source. This category is com-
monly used in networks with compressed video traffic.

................... g

Minimum Cell - Minimum allowable rate (cells per second) at which cells can be sent on a ATM network. For
Rate no shaping, enter -1.
Scheduler for The algorithm used to schedule the queue behavior. VC scheduling is unique from Default

Queues of Equal Queues. Options are:
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Precedence as the o WRR: Weighted Round Robin packets are accessed in a round robin style and classes

Default Queue ! can be given.
: o WFQ: Weighted Fair Queuing packets are assigned in a specific queue.

o Default Queue Weight: The default weight of the specified queue. Options are: 1-63.

o Default Queue Precedence: The precedence of the specified group. Options are: 1-8

PTM Interface

The SmartRG gateway's VDSL2 standards support Packet Transfer Mode (PTM). An alternative to ATM mode, PTM transports packets
(IP, PPP, Ethernet, MPLS, and others) over DSL links. For more information, refer to the IEEE802.3ah standard for Ethernet in the First
Mile (EFM). Some 500 series gateways have a PTM interface configured by default.

On this page, you can configure a PTM interface for your gateway.

1. Inthe left navigation bar, click Advanced Setup > Layer2 Interface > PTM Interface and then click Add. The following page
appears.

SMART/RG SRS52n

farwasd thinking

Dovica lnfa FTM Cenfiguration
Advanted Setup
LayerZ Interface
ATM Interface Select Scheduler for Quewes of Equal Precedence as the Default Queue
PTR Interface & YWeighted Round Robin
ETH & A Weighted Fair Queuing
WAN Servio
4G LTE Settings Defauft Queue VYWekght: 1 [1-63]
Defauit Queue Precedence: E [1-B] (loweseer value, higher priodty)

This screen altows you to configure a PTM flow.

Ethwermat Config

LAH Defandt Qudue Minimam Rate: 1 [1-0 Ebgps] (-1 indicates no shaping)
HAT Default Queus Shaping Rate: 1 [1-0 Ebps] {-1 indicates no shaping)
Ly Default Queve Shaping Burst Size: 3000 [bytes) (shall be -=1600)

Parental Control ) R
Qusality of Service Back | | dogtyiSave |
Routing

2. Modify the settings as desired.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Weighted Round Robin : Time slices are assigned to each process in equal portions and in circular order, hand-
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ling all processes without priority (also known as cyclic executive).

Weighted Fair Queuing A data packet scheduling technique allowing different scheduling priorities to be
 assigned to statistically multiplexed data flows. Since each data flow has its own
queue, an ill-behaved flow (that sent larger packets or more packets per second than
the others since it became active) will only affect itself and not other sessions.

........................ g

Default Queue Weight Enter a default weight of the specified queue. Options are: 1-63.

Default Queue Pre- - Enter a precedence for the specified queue. Options are: 1-8.

cedence :

Default Queue Min- ' (Does not appear for SR350n models) The default minimum rate at which traffic can
imum Rate pass through the queue. For no shaping, enter -1 (disabled). Options are: 1-0 Kbps.

Default Queue Shaping (Does not appear for SR350n models) The shaping rate for the specified queue. For no
Rate shaping, enter -1 (disabled). Options are: 1-0 Kbps.

Default Queue Shaping : (Does not appear for SR350n models) The maximum rate at which traffic can pass

Burst Rate through the queue. Options are 1600 or greater.

ETH Interface

If you are using a gateway that is Ethernet-specific (non-DSL), you may want to configure an ETH interface to manage communication.
Most models support Ethernet and can be configured for Ethernet and DSL at the same time. Your gateway has four LAN ports. One of
them can be re-purposed to become an RJ45 WAN port when needed.

On this page, you can configure an Ethernet interface for your gateway.

1. In the left navigation bar, click Advanced Setup > Layer2 Interface > ETH Interface. If no WAN port is configured, the following
page appears.
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ETH WAM Interfac ¢ Configuration

Choote 33, or Remove Lo configure ETH WAN interfaces.
Aow one ETH as layer 2 'WAN interface,

Interface/ (Hame] | Conneclion Mode | Remdyve

2. Click Add.
3. If a WAN port is already configured or you clicked Add, the following page appears.

- SMART/RG’

forward thinking

ETH WAH Interfac ¢ Configuration

Choose Add, or Remove to configure ETH WAN interfaces.
Mow one ETH as layer 2 WAN interface.

Interface/(Mama) | Conneclion Mode | Ramdve

Note: If a WAN port it is already configured, you must remove it before you can define a new one. Before you can remove the
existing port, you must first modify or delete any WAN service that uses it. The Add button does not appear until the existing
port is removed. Click the Remove checkbox and then click the Remove button.

Select the LAN port you wish to act as a WAN port.
5. Click Apply/Save to commit your changes.
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WAN Service

In this section, you can configure WAN services for:

"PPP over Ethernet"

o "IP over Ethernet"

A sample configuration scenario is provided for each variation.

PPP over Ethernet

There are several parts to configuring a PPP over Ethernet WAN service. You will progress through several pages to complete the con-

figuration.

1. Inthe left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.

SMART/RG’ |

forward thinking

Device Info WAN Service Interface Configuration

Advanced Setup
Layer2 Interface Select a layer 2 interface for this service

ATM Interface
PTM Interface Mote: For ATM interface, the descriptor string is (portid_vpi_vei)
ETH Interf For PTM interface, the descriptor string is (portid_high_low)
nterface Where portids0 --> DSL Latency PATHO

'WAN Service portld=1 --> D5L Latency PATHI

portid=4 --> DSL Latency PATHO&1

o =0 -5 Low PTM Priority not set

Ethemat Confly low =1 --> Low PTM Priority set

LAN high =0 - High PTM Priority not set

NAT high =1 -» High PTM Priority set

Security
Parental Control

4G LTE Settings

Routing Eack || Nes
DHS | -

e —

i o i, W

2. Select the Layer2 interface to use for the WAN service.
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3. Click Next. The following page appears.

SMART/RG

forward thinking

Device Info WAN Service Configuration
AN T Select WAN service type:
Layer2 Interface ® PPP over Ethernet (PPPGE)
ATM Interface . IP over Ethernet
PTM Interface , Bridging
ETH Interface
WAN Service )
4G LTE Settings Enter Service Description: |sppee 0,01
Ethernet Config
LAN Network Protocal Selection:
NAT P4 Only :
Security
Parental Control Y
Quality of Service . L N o N

4. Select the PPP over Ethernet (PPPoE) WAN service type.
5. Modify the other settings as needed.

The fields on this page are explained in the following table.

Field Name Description

Enter Service :Enter a name to describe this configuration.
Description

Network Protocol (For SR515ac models, this field is named Internet Protocol Selection) Different scheduling priorities can be

Selection :applied to statistically multiplexed data flows. Since each data flow has its own queue, an ill-behaved flow
(which has sent larger packets or more packets per second than the others) will only punish itself and not
éother sessions. Options are IPv4 Only, IPv4&IPv6 (Dual Stack), and IPv6 Only.

Note: When you select IPV4&IPV6 or IPV6, the subsequent options presented will change accordingly.

En"fcer 802.1P Pri- (Available for SR515ac models only) Options are O - 7. The default is 0.
ority -

For tagged service, enter values in this field and the 802.1Q VLAN ID field.

' For untagged service, enter -1 (disabled) in this field and the 802.1Q VLAN ID field.

................... bemmeecceccecceeccsccecceccee-cesceascemeeseeseeeaeemeema-saeeeeemeemeemameaneanemmemmeeaeaaeaama.nnna

f/rlthel\rl ?82'1(2 (Available for SR515ac models only) Options are O - 4094. The default is -1 (disabled).

For tagged service, enter values in this field and the 802.1P Priority field.
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Field Name Description

For untagged service, enter -1 (disabled) in this field and the 802.1P Priority field.

................... bemmmmcceccecceeccsccecceccee-cssceacemeese-aa-eaeeaeema-eaceaceaeemeeeameaneaemmemeeeaeaaeaama.anna

Select VLAN TPID : (Available for SR515ac models only) Select the TPID for this VLAN. Options are 0x8100, 0x88A8, and
10x9100,
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6. Click Next. The following page appears where you will configure the PPP Username, Password and related information.

SMART/RG’

Forwa thwrshang

Ceice b FPP Unprmame and Prusword
Adenrsed L
"“’I""“‘: PP Laually requares et you RV B LE N g Diiterd 10 PILASURN pour ConteCnon,
Layerd bntweface 1 15 Domet. Selow, entier Hher user P and parsewond That your I han prosiced Lo you
ATH Irgerface
FTE inderTace
“ETI:Hn:fu - :
AN Srvice FPP Pastword:
A LT Sectings. ool fervice Name:
[tpimurt, Comfig Authestication Methad | AJT0 i

[F ]
AT
ooty
Furerial Control LEP Keepative Pericd Dl |
ity of Wervice LLP Retry Trreshold: "
Rty
e
.8
DL Borulieng [ ] ey
PP
B Proy Aaarind [l
nterface Grouging Moo DMl P ASdreIe:  re el
o Turvad Pion DM bet Mamic TP
L4
et W L SESER Bl ASSema
g it TPl AOSRIA TIE
Wirelen
Dmgraaticn o Retry PP pimentd on guthentication ermad

Pa— Mian PPP mdRentication rotries (1695360 W% | (use 85538 18 retry forever]
fratie FPP Debug Mooe
Bricige PPRoL Frimes Becwren WAN nd Local Porti

(PR T —

Logout

Wetworh Addrens Tramlation Setting

Hetwor Addeen Trasalation (MAT) slicws you 10 15aNe 0N WGP Ared Metwors (WAN) IP
addnma Tor multisle computens o wour Local Area Metwork [LAN).

o Erable NAT
Erable Fulicons SAT
Enable WP ALG

Mgiticast Proxy
Eratie IGMP MATRT Provy

iy MBSt VILAN Friner

WTU e [1XR0-1082]:

W Lse Bate MAD Addreis o This WAN Perface (Note: only Lelect Ehe for ofe WAN
Ll ]
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7. Modify the fields as needed.

The fields on this page are explained in the following table.

Field Name Description

PPP Username - Enter the username required for authentication to the PPP server.
PPP Password Enter the password required for authentication to the PPP server
PPPOE Service Name (Optional) Enter a description for this service

Authentication Method : gglect a means for authentication. Options are:

« AUTO: Attempt to automatically detect handshake protocol (listed below)s.
« PAP: Password Authentication Protocol (plaintext passwords).
« CHAP: Challenge Handshake Authentication Protocol. (MD5 hashing scheme on passwords).

« MSCHAP: Microsoft Challenge Handshake Authentication Protocol. (Microsoft encrypted
password authentication protocol)

LCP Retry Threshold - Enter the number of additional attempted packets that the gateway will send (in the event that the
- PPP server does not respond to the Keepalive) before giving up and declaring the connection as
 Failed.

Dial on Demand " Enables Inactivity Timeout (minutes). Enter the number of minutes before timeout kicks in. Options
‘are 0 - 4320. The default is zero (0) which equals not applicable.

: Connection automatically starts when there is outbound traffic to the Internet. It automatically ter-
- minates if the connection is idle, based on the value in the Idle Timeout setting.

PPP IP Extension Select whether to forward all traffic to the advanced DMZ IP specified in the next field
Advanced DMZ : (Applies only when PPP IP Extension s selected) Specify the IP address to which PPPoE traffic is for-
' warded.

Use Static IPv4 Address : Specify the IPv4 Address to apply for this WAN service.

Retry PPP password on : Enter the maximum number of PPP authentication retries on failure. Options are 1 - 65536. Entering
authentication error 1 65536 sets the maximum to unlimited.

Enable PPP Debug Mode : Select to have the system put more PPP connection information into the system log of the device.
This is for debugging errors and not for normal usage.

Bridge PPPoE Frames  : Select to enable PPPoE passthrough to relay PPPoE connections from behind the modem. Also known
Between WAN and Local as Half-Bridged mode.
Ports

Enable Firewall : Select to enable functions in the Security sub-menu.
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Enable NAT : Select to enable sharing the WAN interface across multiple devices on the LAN. Additional NAT and
. PPPOE NAT features appear.

Enable SIP : (Appears when Enable NAT is selected) Click to enable Session Initiation Protocol (SIP) pass-through
. NAT. Used for Voice over IP (VOIP) applications.

Enable IGMP Multicast (Appears when Enable NAT is selected) Click to enable Internet Group Membership Protocol (IGMP)
Proxy : multicast. Used by IPv4 hosts to report multicast group memberships to any neighboring multicast
‘routers.

No Multicast VLAN Fil- : (Not available for SR515ac models) Disables multicast filtering between WAN and LAN (VlanMux)
ter : : network.

Enable IGMP Multicast (Avallable for SR515ac models only) Select to enable this service to act as an IGMP multicast source.
Source

MTU sizes Enter the MTU (Maximum Transmission Unit) size for SmartRG gateways supporting a gigabit-cap-
: able WAN interface. Options are 1370 - 1492 bytes. The default is 1492 bytes.
éThis feature is supported by SmartRG models SR500n, SR505n, SR510n, SR550n and SR552n.
' Firmware v2.5.0.7 or later is required.

......................... b ecmeecceccecceaceecceccecsceeccscce-scee-eesesacemeeeaeaeeeaeemeemeeeemeaeeaeemeeeaeaeaamnnnanana

Use Base MAC Address : Use the SmartRG Devices Base (Primary) MAC address. When unchecked, a unique MAC is assigned
on this WAN interface ! for each service.

Enable MAC Clone (Appears when Use Base MAC Address is deselected) Enter the MAC address to be used as the close
- adddress.

Additional options for  : Select options as needed. Options are:

IPV6 « Enable IPv6 Unnumbered Model

« Enable IPv6 Unnumbered Model

« Launch Dhcp6c for Address Assignment (IANA)
« Launch Dhcpéc for Prefix Delegation (IAPD)

« Enable MLD Multicast Proxy

8. Click Next. The following page appears where you will select the interface used as a default gateway used for the PPP service
being created.
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SMART/RG

ferwade rhrliclng

Device Info Routing - Default Gateway
Advanced Setup
LEyaL IntacTace Default gateway interface (st can have multiple WAN interfaces served as
ATM Interface system default gateways but only one will be used according to the priority
FTM Interface with the first being the higest and the last one the lowest priority if the WaN
ETH lnterface interface is connected. Priority order can be changed by removing all and
i adding them back in again.
WAN Service
40 LTE Settings
Ethernet Con Selected Default Avallable Routed WAN
LAN e Gateway Interfaces Interfaces
NAT popd-
Security
Parental Control
Quality of Service L
(R ]

Ima"face. Grouping

9. Click the arrows to move your selection from left to right or from right to left.
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10. Click Next. The following page appears where you will select DNS Server settings.

SMART/RG’

lorerrd thinkng

DS Server Configuration

Select DNS Server Interface from available WAN interfaces OR enter stathc
DMS server IP addresses for the system. In ATM mode, if only a single PYC

Device Info
Advanced Setup
Layer2 Interface

ATM Interface

PTM Interface

ETH Interface
WAN Senvice

with IPoA or static IPoE protecol s configured, Static DNS server IP addresses
must be entened,

DNS Server Interfaces can have multiple WAN interfaces served a3 syatem
dng servers but only one will be used according to the priority with the first
being the higest and the last one the lowest priority if the WAN interface is

4G LTE Settings
Ethemnet Conflg

connected. Priority order can be changed by removing all and adding them
back in again.

@ Select DNS Server Interface from available WAN interfaces:

Selected DHS Server Avatiable WAN
Interfaces Interfaces
PPl
UPrp =
DMS Proxy
Interface Grouping
IP Tunnel
1FSac Use the following Static DNS 1P address:
Certificate Primary DMS server:
Mudticast Secondary DHS server:
Wireless
Dlagnastics o | asn

Management
Logout

11. Select the DNS Server Interface from available WAN interfaces.
12. Click the arrows to move your selection from left to right or from right to left.
13. Alternatively, you can enter static DNS IP addresses in the Use the following Static DNS IP address section.
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14. Click Next. The summary page appears indicating that your PPPoE WAN setup is complete.

SMART/RG’

foramrd thinking

Device Info WAN Setup - SUmMMEary
Advanced Setup
LayerZ Interface Make sure that the settings below match the settings provided by your 159,
ATM Interface
FTM interface

PORT / WPl / WCE: [FRE

PPPOE

pppoe_0_0_1

UER

Automatically Assigned
Service State: Enabled

MAT: Enabled

Full Cone MAT:

ETH Interface
WAN Service

4G LTE Settings
Ethernet Config

Firewall:
IGMP Multicast:

Click "Apply/Save” to have this interface to be effective. Click “Back” to make
any madifications.

Bsch | oy Pl

15. Review the summary and either click Apply/Save to commit your changes or click Back to step through the pages in reverse
order to make any necessary alterations.

Note: For the SR515ac model, additional fields are listed for IGMP Multicast and MLD Multicast settings.

IP over Ethernet

There are several parts to configuring a IP over Ethernet WAN service. You will progress through several pages to complete the con-

figuration.
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1. Inthe left navigation bar, click Advanced Setup > WAN Service and then click Add. The following page appears.

SMART/RG

forwiand thinking

Device Info WAN Service Interface Configuration
Advanced Setup
Layerd Interface Select a layer 2 interface for this service

ATM Interface
PTM Interface Hote: For ATM interface, the descriptor string 13 {portid_vpd_vci)
For PTM interface, the descriplor string i (portid_high_Low)

ETH Interface Where portid=( --» DSL Latency PATHO
WAN Service partide1 --» DSL Latency PATHI
46 LTE Settings

portid=4 --» DSL Latency PATHO&
low =0 <<= Low PTM Priority not set
Ethernet Config low =1 == Low PTM Priority set
high =0 --= High PFTM Priority not set
high =1 --= High PTM Priority set

[oatarl T LI I

2. Select the Layer2 interface to use for the WAN service and click Next. The following page appears.

SMART/RG’

forward thinking

Device Info WAN Service Configuration
Advanced Setup Select WAN service type:
LayerZ Interface PPP grver Ethernet (PPPoE)
ATM Interface @ P over Ethernet
PTM Interface Bridging
ETH interface

WAM Service
Enter Service Description: s 001

4G LTE Settings
Ethernet Config
LAN Metwork Protocal Selection:

MAT 1P Oniy 3

Security

Parental Control = O
Quality of Service -

- — -
e p SAT SR S

3. Select the IP over Ethernet WAN service type.
4. Modify the fields as needed.

The fields on this page are explained in the following table.
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Field Name Description ‘
Enter Service - (Optional) Enter a name to describe this configuration.
Description '

Enter 802.1P Priority : options are 0 - 7. The default s 0.
For tagged service, enter values in this field and the 802.1Q VLAN ID field.

: For untagged service, enter -1 (disabled) in this field and the 802.1Q VLAN ID
: field.

:Egter 802.1Q VLAN : options are 0 - 4094. The default is -1 (disabled).

For tagged service, enter values in this field and the 802.1P Priority field.

 For untagged service, enter -1 (disabled) in this field and the 802.1P Priority field.

Network Protocol This data packet scheduling technique allows different scheduling priorities to be
Selection : applied to statistically multiplexed data flows. Since each data flow has its own
queue, an ill-behaved flow (which has sent larger packets or more packets per
» second than the others since it became active) will only punish itself and not other
sessions. Options are IPv4 Only, IPv4&IPv6 (Dual Stack), and IPv6 Only. The
- default is IPv4 Only.

Note: When selecting IPV4&IPV6 or IPV6, the subsequent options presented will
: change accordingly.
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5. Click Next. The following page appears.

forward thinking
WAH |P Settings
Device Info
Attvanced Setup E!n:tfmmfﬂrmatm provided to you by your 157 to configure the WaM P
Layeri Interface Matice: If “Obtain an IP address automatically” is chosen, DHCP will be
ATM inberface enabled for PVC in IPoE mode,
PTM interface If "Use the following Static IP address” is chosen, enter the WAN IP address,
ETH Interface subnet mask and interface gateway.
WAN Service @ Obtain an P address automatically
4G LTE Settings Opticn 60 Vendor ID: '
Ethernet Config Option &1 LaiD: (& hexadecimal digits)
Option &1 DUID: (hexadecimal digit)
Option 125: = Disable s Enable
Use the following Static IP address:
WAN P Address:
WAN Subnet Mask:
WAN gateway IP Address:
Advanced DMI
Won DMZ P Address:  1%2.s820
Mon DMZ Net Magk:  2s.assa550
Rach LT
o a - - -— e iy - -y

6. Enter the relevant WAN IP Settings.

The fields on this page are explained in the following table.

Field Name Description

Obtain an IP address automatically  When you wish the ISP to automatically assign the WAN IP to the gateway.
Option 60 Vendor ID - (Optional) Broadcast a specific vendor ID for the DHCP server to accept the device.
Option 61 IAID - (Optional) Interface Association Identifier (IAID). A unique identifier for an IA,

chosen by the client.

Option 61 DUID - (Optional) DHCP Unique Identifier (DUID) is used by the client to get an IP address
 from the DHCP server.

Use the following Static IP address - Use this section to manually declare the static IP information provided by your ISP.

........................................ bememceeceeccecceccesccecceacesccsece-ceaceacemeceaceaeeaneaeeeaeeaeeaaeaamneaanaa

WAN IP Address - If using a static IP address, enter the static WAN IPV4 Address.
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WAN Subnet Mask *If using a static IP address, enter the static Subnet Mask.
WAN gateway IP Address - If using a static IP address, enter the static Gateway IP address.
Advanced DMZ - (Optional) Select this option to enable Advanced DMZ on the WAN service. For

: more information, see the knowledgebase on SmartRG Support site.

Non DMZ IP Address - If using the Advanced DMZ feature, you can enter a specific vendor ID that will be
 broadcast for the DHCP server to accept the device, y. e.g., 192.168.2.1.

Non DMZ Net Mask - If using the Advanced DMZ feature, you can enter a secondary LAN IP address for
 the gateway. The default is 255.255.255.0.

IPv6 settings

The following fields appear when either IPv6 Only or IPv4&IPv6 (Dual Stack) network protocols are selected on the WAN Ser-
vice Configuration page.

Obtain an IPv6 address automatically : Enables the DHCPv6 Client on this WAN interface. Select this option when you want
the ISP to automatically assign the WAN [P to the gateway.

Dhcpv6 Prefix Delegation (IAPD) Select this option for the CPE to generate the WAN IP's prefix from the server's REST
by MAC address.

Use the following Static IPv6 address Select this option to manually declare the v6 Static IP information provided by your
L ISP.

WAN IPv6 Address/Prefix Length If entering a static IP address, enter the IP address / prefix length. If you do not spe-
cify a prefix length, the default of /64 is used.

Specify the Next-Hop IPv6 address Enter the IP address of the next WAN in the group. This address can be either a local
link or a global unicast IPv6 address.
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7. Click Next. The NAT settings appears.

SMART/RG’

forward thinking

Device Info Network Address Translation Settings
Addeanced Sstup Network Address Translation (NAT) allows you to share one Wide Area
Layer2 Interface Network (WAN) IP address for multiple computers on your Local Area
ATM Interface Network (LAN).
PTM Interface
ETH Interface @ Enable NAT
:,GAETS: ;ve‘::i'.ngs [ Enable Fullcone NAT
Ethemnet Config
LAN
NAT O Enable SIP ALG
Security @ Enable Firewall
Parental Control
Quality of Service
Routing IGMP Multicast
DNS
DSL ) Enable IGMP Multicast

DSL Bonding
UPNP

) No Multicast VLAN Filter

DNS Proxy
Interface Grouping

IP Tunnel
IPSec ™ Use Base MAC Address on this WAN interface (Note: only select this for one

c ke WAN interface)
Multicast

| Back || Next |

I o AaAtma et |t ettt o e e e senem AnSSo it

Bt Ao

8. Modify the settings if desired. All settings are optional.
Network Address Translation (NAT) allows you to share one Wide Area Network (WAN) IP address for multiple computers on
your Local Area Network (LAN). If you do not want to enable NAT (atypical) and wish the user of this gateway to access the
Internet normally, you need to add a route on the uplink equipment. Failure to do so will cause access to the Internet to fail.

The fields on this page are explained in the following table.

FIELD NAME DESCRIPTION

Enable NAT - Enable sharing the WAN interface across multiple devices on the LAN.
Also enables the functions in the NAT sub-menu and addition PPPoE NAT
- features to select.

Enable Fullcone NAT : (Appears when Enable NAT is selected) Enables what is known as one-to-
 one NAT.
Enable SIP ALG : (Appears when Enable NAT is selected) Enables Session Initiation Pro-

tocol (SIP) pass-through NAT. Used for Voice over IP (VOIP) applications.

Enable Firewall - Enables functions in the Security sub-menu
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Enable IGMP Multicast ' (Not available for SR515ac models) Enables Internet Group Membership
 Protocol (IGMP) multicast. Used by IPv4 hosts to report multicast group
 memberships to any neighboring multicast routers.

Enable IGMP Multicast  : (Available for SR515ac models only) Click to enable Internet Group Mem-
Proxy - bership Protocol (IGMP) multicast. Used by IPv4 hosts to report multicast
- group memberships to any neighboring multicast routers.

Enable IGMP Multicast  : (Available for SR515ac models only) Select to enable this service to act as
Source :an IGMP multicast source.

No Multicast VLAN Filter : (Not available for SR515ac models) Disables multicast filtering between
: WAN and LAN (VlanMux) network.

Use Base MAC Address ' Use SmartRG Devices Base (Primary) MAC address. When unchecked, a

on this WAN interface unique MAC per service is assigned.

Enable MAC Clone ' (Appears when Use Base MAC Address is deselected) Enter the MAC
: address to be used as the close adddress.

9. For the remaining WAN Service configuration pages, use the instructions provided in the default gateway step in the PPP over
Ethernet section.

Ethernet Config

On the Ethernet Port Configuration page, you can set the speed and duplex mode for each of the Ethernet ports.

1. In the left navigation bar, click Advanced Setup > Ethernet Config . The following page appears.

SMART/RG’

forward thinking

Device Info Ethernet Port Configuration
Advanced Setup

VoS [ Port Configre  Max it Rate Duplex Node Stats |
WAN Sex Port Configure  Max Bit Rate Duplex Mode Status

4G LTE Settings eth0/LAN4 || Auto : 1000 Full Down
Ethernet Config eth1/LAN3 |[Auo ¢ 1000 Full Down

LAN
NAT eth2/LAN2 || Auto : 1000 Full Down

Security eth3/LAN1 || Auto ) 1000 Full Down
Parental Control

h4/WAN || A D 1 Full
Quality of etl uto 000 ull Up
Routing
DNS PP

Save/Apply |

ot . PSR VWD o aee prgers

2 Inthe Configure column, select an option (Auto, 100 Full, 100 Half, 10 Full or 10 Half) for each of the four Ethernet ports on
your gateway.
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These options represent 100 megabits or 10 megabits using half or full duplex transmission protocols. When you have a specific
device with a known limited transmission speed capability, select one of the latter four options. If you select Auto, your gate-
way will automatically select an appropriate setting based on Ethernet auto negotiation with the NIC of the LAN host.

Note: Always select Auto for 1000 BaseT connections.

The following are the variations for the 500 series of gateways:
« For the SR510 and SR552n models, the fourth port is shown on this page as eth3/LAN1 and the ports are listed in reverse
order.The eth4/WAN interface is also present on these models.
o SR505nv2.5.0.x and later has an additional option of 1000 Full for the LAN1/WAN port.
o SR552nv2.5.0.6 and later has an additional option of 1000 Full for all Ethernet interfaces.

3. Click Apply/Save to commit your changes.

MoCA

On this page, you can configure MoCA settings. The MoCA (Multimedia over Coax) protocol enables distribution of content over existing
in-home coaxial TV cabling at the same speed delivered by Ethernet networks.

Note: This feature is available only on the SR512nm model.

1. In the left navigation bar, click Advanced Setup > MoCA. The following page appears.

SMART/RG

fnrward therk

MoCA Canliguration
Configurs the MoCHs mierace pammetsn

Aty SCEN * Eruble

BAaTh Baand Bl D {1125 - BE2F) *
Lt Opesasng

Frequency [nead oelylc 100 Mz

" 50 W (MaCA L) 7
Chamnsl Aaxhasith
Sl e hardhwadih 10 50 Wer for greales ntesnierallity, S 85 100 MHE K highes! perlommance

A A Privpcy Emable

il R el il o g

2. Update or complete the necessary fields.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.
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Field Name Description

Auto Scan : Allows your gateway to scan automatically for the best connection to your
: provider. This option is enabled by default.

MoCA Band  Select the operating band for this gateway. The default is Band D (1125-
11625).

Channel Bandwidth : Select the bandwidth for your connection. Select 50 MHz for better inter-
- operability or select 100 MHz for better performance.

MoCA Privacy : To activate privacy mode, click the Enable checkbox.

Privacy Password : (Appears when MoCA Privacy is set to Enabled) Enter the MoCA password

for this gateway.
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LAN

On the Local Area Network (LAN) Setup page, you can configure the router’s local IP addresses, subnet mask, DHCP behavior and other
related LAN side settings for your gateway.

1. Inthe left navigation bar, click Advanced Setup > LAN. The following page appears.
SMART/RG
SR552n
forward thinking

Standard Mode
®  Blocking Mode

Enable LAN side firewall

Disable DHCP Server
& Enable DHCP Serser
Ethernet Config Start |P Address: R e8. 1.2
LAN End P Address: 15, 468,125
IPvh Autocontig Leased Time (hour}): &4

HAT
Static IP Lease List: (& maxdmaem 32 entries can be configured)

Security

Parental C

MAC Addrods | IP Addrods | Remove

Cality of S
Routfng

DHS

| s Eatews | | Remave Enties |

Automatically create static I leases for the follosring OLRs:
(Ll

5L Bonding w

upnp e

Grouping
Configure DHCP Optisns:
Option d6: [TFTP Server Hame)
; [Comma-seperated list of TFTP Server IPvd
Option 130: Addess{es) (maximum 2 entries))

Enable DHCP Server Relay
DHCP Server IP Address:

Managemont
Logout
1 Configure the second IP Address and Subnat Mask for LA interface

2. Customize the fields as desired.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.
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Groupname : (Available on SR515ac models only) Select an interface group from the list of available groups (defined on the Inter-
face Grouping page).

IP Address ‘ (Available on SR515ac models only) Enter the LAN IP address by which LAN devices will connect to this gateway

Subnet Mask ‘ (Available on SR515ac models only) Enter the Subnet mask to be used by LAN devices connecting to this gateway

Enable IGMP ‘ (Available on SR515ac models only) Enables your gateway to listen to IGMP network traffic between hosts and

Snooping  routers. By listening to these conversations, the gateway maintains a map of which links need which IP multicast
: streams.

Standard Mode ' Allows multicast traffic will flood to all bridge ports when there is no client subscribed to any multicast group

Blocking Mode - Blocks multicast data traffic, preventing it from flooding to all bridge ports when no client subscriptions to a mul-
: : ticast group are present.

Enable IGMP LAN (Avallable on SR515ac models only) Allows multicast traffic between LANSs. This option is enabled by default.
to LAN Multicast

Enable LAN Side Enables the restriction of traffic between LAN hosts.
Firewall :

Disable DHCP : Prevents the DHCP functionality of your gateway from automatically assigning LAN IP addresses to host devices
Server - as they connect with the gateway.

Enable / Disable : Allows the DHCP functionality of your gateway to automatically assign LAN IP addresses to host devices as they
DHCP Server connect with the gateway. Fill in the next three fields to configure this action.

Start IP Address ' (Becomes editable when Enable DHCP Server is selected) Enter the beginning of the class C, IP address range to
be assigned by the DHCP server.

End IP Address : (Becomes editable when Enable DHCP Server is selected) Enter the end of the class C, IP address range to be
assigned by the DHCP server.

Leased Time : (Becomes editable when Enable DHCP Server is selected) Enter the number of hours for which an IP address will
(hour) be leased.

Static IP Lease List : Specify a literal, static, IP address to be associated with a specific MAC Address of one of your LAN host devices.
Click Add Entries. Enter the MAC address and IP address and click Apply/Save. Repeat this step to create any addi-
: tional entries that you need.

.....................................................................................................................................

Automatically cre- For LAN hosts, IP addresses can be assigned manually or by using DHCP. Click Add OUI. Enter the OUI and click
ate static IP leases Apply/Save. Repeat this setp to create any additional entries that you need.
from the following
OuUls :
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Option 66 - For some devices that also require access to a TFTP server (device configuration name filesare in .cnf file format),
: which enables the device to communicate with other infrastructure, select this option to specify the name of the
. TFTP server. Option 66 is an IEEE standard.

Option 150 * A Cisco proprietary methodology for pointing to one or two TFTP servers.
Enable DHCP : (Not available on SR515ac models ) The DHCP relay agent operates as the interface between DHCP clients and the
Server Relay server. It listens for client requests and adds vital configuration data, such as the client’s link information, which is

: needed by the server to allocate the address for the client. When the DHCP server responds, the DHCP relay
» agent forwards the reply back to the DHCP client.

................... bemocecceeceecceccecceeccecceccecceeccssceaceaeeeeceaceaceaeemacmaeeaeemeemaceameaneanemaemaeeaeaaeaamnnanann

DHCP Server IP : (Not available on SR515ac models ) Set the IP address to which LAN clients must connect to receive DHCP ser-
Address ' vices.

Configure the  When you select this option, the IP Address and Subnet Mask fields appear where you can enter a second IP
second IP address address and Subnet mask to support a second, simultaneous LAN, i.e., the primary LAN might be defined as
and subnet mask :192.168.0.1 and this secondary LAN defined as 192.168.2.1.

for LAN interface
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NAT

In the NAT section you can configure the settings for Network Address Translation including setting up virtual servers, port triggering
and DMZ host. There is seldom need to customize these settings as the default settings manage the related features sufficiently for
most environments.

Virtual Servers

Virtual Servers (more commonly known as Port Forwards) is a technique used to facilitate communications by external hosts with ser-
vices provided within a private local area network.

On this page, you can configure the virtual server settings for your gateway.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

1. Inthe left navigation bar, select Advanced Setup > NAT. The following page appears.

SMART/RG’

forward thinking

Device Info MAT -- Virtual Servers

o Select the service name, and enter the server [P address and click
Layerd Interface "apply/Save” to forward IP packets for this service to the specified server,
WAHN Service MOTE: The “Internal Port End” cannot be modified directly, Normally, it is
4G LTE Settings set to the same value as "External Port End”. However, if you modify
Ethernet Config “internal Port Start”, then Tinternal Port End” will be sat to the same value
as “Internal Port Start”.
Remaining number of entries that can be configured: 96

Use Interface popos_0_0_1/pppd 3

Service Mame:

@ Select a Service: | Seleci Oee ]
Custom Service:

Server P Address: 191tk

Apsy hael

External Port  External Port Protocol Internal Port  Internal Port

start End Sart End
TCF H
TP 1
TCF &
TCF :
TCF H
TR
TCR
TCF H
TCF H
TP
TCF
TR :
Adty s Bt
2. Customize the fields to create your port forwarding entry.
3. Click Apply/Save to commit your changes.
The fields on this page are explained in the following table.
Field Name Description ‘
Use Interface Select the WAN interface to which this NAT rule will apply.

Select a Service Select from a list of application that typically require port forwards configured. The port ranges
and protocol fields will be pre-populated.

Custom Service  : If your application does not appear in the Select a Service list, you can enter a unique name
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Field Name Description ‘

for the application in this field.

Internal Port End ! Enter the last internal port for this server.

Port Triggering

Some applications require that specific ports in the gateway's firewall be opened for access by remote parties. The Port Trigger feature
dynamically opens up the open ports in the firewall when an application on the LAN initiates a TCP/UDP connection to a remote party
using the triggering ports. The gateway allows the remote party from the WAN side to establish new connections back to the application
on the LAN side using the Open Ports.
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1. Inthe left navigation bar, click Advanced Setup > NAT > Port Triggering and then click Add. The following page appears.

SMART/RG’

foreard thinking

Dervice Infa NAT - Port Triggering

S Some applications such as games, video conferencing, remote access
Layerd Interface applications and others require that specific ports in the Router's firewall be
WAN Senvice openad for access by the applications. You can configure the port settings
4G LTE Settings from this screen by selecting an existing application or creating your gwn
Ethernet Config [Custom applicationjand click “Save/Apply” to add it.
Remaining number of entries that can be configured:96

Use Interface popoe_00_Lipppd 1t
Application Mame:
& Select an application: = Select One

Custom application:

Syt hpgiy
Trigger Port Trigger Port  Trigger  Open Port OpenPort  Open
Start End Protoc Start End Protocol
TP H TCP ]
TCP s TCF =
TCP H Tk 1
TCP i TCP w
TCP H TP *
TCP : TCF 1
TCP : TCP :
TP H TP x
T gy

2. Customize the fields as needed for the firewall pinholes you wish to establish. A maximum 96 entries can be configured.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Use Interface : Select the interface for which the port triggering rule will apply.

Select an Application  : Select the application which requires a port trigger entry.

Custom Application - If the application you want does not appear in the selection list, enter a unique name
: for the application for which you are creating a port trigger entry. This is a free-form
 text field.

Trigger Port Start - Enter the starting number of the range of available outgoing trigger ports. Options
are: 1- 65535.

Trigger Port End - Enter the end number of the range of available outgoing trigger ports. Options are: 1
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Field Name Description

Trigger Protocol : Select the protocol required by the application that will be using the ports in the spe-
! cified range. Options are: TCP, UDP, and TCP/UDP.

Open Port Start - Enter the starting number of the range of available incoming ports. Options are: 1 -
 65535.

Open Port End - Enter the end number of the range of available incoming ports. Options are: 1 -
 65535.

Open Protocol : Select the protocol for the open port. Options are: TCP, UDP, and TCP/UDP.

DMZ Host

The Broadband Router will forward IP packets from the WAN that do not belong to any of the applications configured in the Virtual Serv-
ers table to the DMZ host computer. If you want to route all internet traffic to a specific LAN device with no filtering or security, add the

IP address of that device to this page.

1. Inthe left navigation bar, click Advanced Setup > NAT > DMZ Host. The following page appears.

SMART/RG

forward thinking

MAT - DiMZ Host

The Broadband Router will foreard 1P packets from the WAN that do not
belong to any of the applications configured &n the Virtual Servers table to
the DMZ host computier,

Enter the computer’s IP address and click "Apply to activate the DMZ hast.
Clear the P address field and click ‘Apply’ to deactivate the DMI host.

DMI Host IP Address:

Sawa) Ay

2. Enter the DMZ Host IP Address.
3. Click Apply/Save to commit the new or changed address.
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Security

In this section, you can configure filtering for IP and MAC.

IP Filtering - Incoming

On this page, you can add an incoming filter when refusal of data from the WAN to the LAN is desired.

Note: This option is not available in the SR515ac model.

1. In the left navigation bar, click Advanced Setup > Security > IP Filtering > Incoming and then click Add. The following page
appears.

SMART/RG

[ereadid ti'-".i-ng

Device Info Add IP Filter -~ incoming
: F '"‘ The screen allows you o create a Tilter rule to identify incoming IP traffic by
Liger intertace specifying a new filter name and at least one condition belaw. All of the
WAM Service spacified conditions in this filter rule must be satisfied for the ruis to take
4G LTE Settings effect. Click "Apply/Save” to save and activate the filter.
Ethermnet Config
Filf 4
LAN e Mame:
HAT IP Version: 74 :
Security Protocol: ]

Source |# address]/ prefix length]:
Source Port (port o port:port): i
Destination IP address[/prefix langth]:
Destination Port (port or port:port):

IP Filtering

Outgning
Incoming
WAL Filtering
Parental Control WAM Interfaces (Configured in Routing mode and with firewall enabled)

and LAN Interfaces
Select one or more WANSLAN interfaces displayed below 1o apply this rule,

Select AllC pppoe 0_0_1/pppld ) bel/brd

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name

Description

Filter Name * A free-form text field. Enter a descriptive name for this filter.
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IP Version : Select the IP version for this filter. Options are IPv4 and IPv6. The default is
LIPV4.
Protocol : Select the protocol to be associated with this incoming filter. Options are:

 TCP/UDP, TCP, UDP, or ICMP.

Source IP address [/prefix : Enter the source IP address for rule. For IPv6, enter the prefix as well.
length] :

Source Port (port or port:- : Enter source port number or range (Xxxxx:yyyyy).
port) :

Destination IP address : Enter the destination IP address for rule. For IPv6, enter the prefix as well.
[/prefix length] '

Destination Port (port or  : Enter destination port number or range (xxxxx:yyyyy).
port:port) :

Select All Click to apply this rule to all WAN interfaces or only certain types. Options are
 Select All or the types defined for your network.

First WAN interface Click the applicable options to apply this rule on specific WAN interfaces. The
Last WAN interface . WAN interfaces display that you configured for your network in Routing and

that have a firewall enabled.

First LAN interface Click the applicable options to apply this rule on specific LAN interfaces.
Second LAN interface :

Bridged Interface Click the applicable options to apply this rule on specific bridged interfaces.

IP Filtering - Outgoing
On this page, you can add an outgoing filter when refusal of data from the LAN to the WAN is desired.

1. Inthe left navigation bar, click Advanced Setup > Security > IP Filtering > Outgoing and then click Add. The following page
appears.

Note: For SR515ac models, click Advanced Setup > Security to access this page.
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SMART/RG

forward thinking

Add IP Filter - Outgoing

Th screen sllows you Lo create 3 Milter rule Lo identify outgaing IP traffic by
specifying a new Tlter name and at least one condition below. All of the
specified conditions in this filter rule must be satisfied for the rule to take
effect. Click ‘Apply/Save’ to save and activate the filter,

Filber Mame:

IP Version: Pl
Protoool: ]
Source IP address]f prefix length]:

Source Port (port or pert:port): [
Destination (P address[/ prefi length]:
Destination Port (port or port:port):

Ay S

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit the completed entry.

The fields on this page are explained in the following table.

Field Name Description

Filter Name - Enter a descriptive name for this filter. This is a free-form text field.

IP Version For the filter to be configured and effective for IPV6 , the gateway must be installed on a net-
work that is either a pure IPV6 network (with that protocol enabled) or is both IPV4 and IPV6
» dual protocol enabled/configured. Options are IPv4 and IPv6. The default is IPv4.

If you select IPV6, both the Source and Destination IP address must be specified in IPV6
: format. The following is an IPV6-compliant, hexadecimal address:
:2001:0DB8:AC10:FE01:0000:0000:0000:0001.

................... b e e e e iiiiiiiiiiiiiiiiiiiiiiiilll
Protocol : Select the protocol profile for the filter you are defining. TCP/UDP is most commonly used. The
Eoptions are TCP/UDP, TCP, UDP, and ICMP].

Source IP address Enter the source IP address of a LAN side host for which you wish to filter/block outgoing traffic
[/prefix length] for the specified protocol(s).

Note: The address specified here can be a particular address or a block of IP addresses on a
: given network subnet. This is done by appending the associated routing “/prefix" length
decimal value (preceded with the slash) to the addresses. A valid decimal routing prefix is

' required for defining the subnet mask per CIDR notation.
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Source Port (port Set the outgoing host port (or range of ports) for the above host (or range of hosts defined by
or port:port) optional routing "/prefix" subnet mask) to define the ports profile for which egress traffic will
 be filtered from reaching the specified destination(s).

Destination IP Enter the destination IP address of a LAN side host for which you wish to filter/block outgoing
address traffic for the specified protocol(s).

 Note: The address specified here can be a particular address or a block of IP address on a given
: network subnet. This is done through appending the address with the routing " /prefix " length
decimal value (preceded with the slash) associated. A valid decimal routing prefix is required
for defining the subnet mask per CIDR notation.

Destination Port Set the destination host port (or range of ports) for the above host (or range of hosts) to define

(port or port:port) the destination port profile for which the filtered host egress traffic will be filtered from reach-
©ing the otherwise intended destination(s), e.g., to block the traffic to those ports on, say, a com-
puter external to the local network.

MAC Filtering

Your SmartRG gateway can block or forward packets based on the originating device. This MAC filtering feature is available only in
Bridge mode. For other modes, similar functionality is available via IP Filtering. On this page, you can manage MAC filtering for your
gateway.
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1. Inthe left navigation bar, click Advanced Setup > Security > MAC Filtering. The following page appears.

SMART/RG

forward thinking

Device Info WAL Filtering Setup

M’“E:If‘"::‘ WAL Filtering & anly effective on ATM PVCs configured in Bridge mode,
Layerd Interface FORWARDED means that all MAC (ayer frames will be FORWARDED except
WAN Service those matching with any of the specified rules In the following table,
4G LTE Settings BLOCKED means that all MAC layer frames will be BLOCKED except those
Ethernet Config matching with any of the specified rules in the following table.

LAN MAL Filtering Policy For Each Interface:

HAT WARNING: Changing fram one policy to anather of an interface will cause

Securlity all defined rules for that interface to be REMOVED AUTOMATICALLY! You
1P Filtering will need to create new rules for the new palicy.

MAC Filtering

Parental Contral Interface: Policy | Changs
Quality of Service ptm0 | FORWARD

Fiouting

DG _
DSL CFhamga Foucy

5L Bonding Choose Add or Remove to configure MAC filtering rubes.
UenP

DHS Proocy Interface Protocol Destination MAC Source MAC Frame Direction Remove

Interface Grouping

1Py

2. To modify policy settings:
a. Review the information on the page.

b. Once you understand the consequences of changing the policy, click the Change checkbox, and then click Change
Policy. The policy is switched to FORWARD or BLOCKED.

3. Toadd a rule, follow the instructions in "MAC Filtering".
4. Toremove a rule, click the Remove checkbox next to the rule and click the Remove button.
5. When your changes are completed, click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Interface The interface associated with an established policy rule.

............ brmememccecceecceccescescee-ce-ceecesseme-eeceaseaeeeemeeeeeameaeeemeeaeeaaeamnanaan

Policy : The current/active policy type that is in place. Options are FORWARD and BLOCKED.

Add a MAC Filtering Rule

You cannot edit rules but you can add new ones and then remove the obsolete ones.
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1. On the MAC Filtering page, click Add. The following page appears.

SMART/RG

forward thinking

Device Info Add MAC Filver
Advanced Setup
2 Intert Create a filter to identify the MAC layer frames by specifying Bt Least one
Layer2 Interface condition betow, If multiple conditions are specified, all of them take efect,
WAN Sendce Click “Apply™ to save and activate the filter.
4G LTE Settings
Ethernet Config Protocol Type:
Destination MAC Address:
Source MAC Address:
Frame Direction: LAN<=>WAN

WAN Interfaces (Configured in Bridge mode only)

be 00 LipimQ @

Sawt ) Apidy

2. Fillin the fields, using the information provided in the following table..
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Protocol Type : Select the protocol associated with the device at the destination MAC address. Options are PPPoE, IPv4/IPv6,
: AppleTalk, IPX, NetBEUI, and IGMP.

Destination MAC : Enter the MAC address of the hardware you wish to associate with this filter.

Address
Source MAC : Enter the MAC address of the device that is originating requests intended for the device associated with the
Address : Destination MAC address.

WAN Interfaces Applies the filter to the selected interface(s).

Parental Control

In this section, you can configure the Parental Control features of your SmartRG gateway to restrict Internet access to certain hours and
to certain URLS.
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Time Restriction
On this page, you can restrict Internet access to particular days and specific times for each device that accesses your gateway.

1. In the left navigation bar, click Advanced Setup > Parental Control > Time Restriction and then click Add. The following page
appears.

SMART/RG

{orward thinking

Access Time Restriction

This page adds time of day restriction to a special LAN device connected to
the Router. The Browser's MAC Address’ automatically displays the maAC
address of the LAN device where the browser is running. To restrict other
LAM device, click the "Other MAC Address” button and enter the MAC address
of the other LAN device. To lind out the MAC address of & Windows: based PC,
g0 to command window and type “ipconfig /all”

User Hame

@ Browser's MAC Address
Other MAC Address
02 A

Days of the week n-mruewednurnm
Click bo select i

start Blocking Time

{Rh:mem)
End Blocking Time (hh:mm)
Apgly ey
2. Fillin the fields using the information in the table below.
3. Click Apply/Save.
The fields on this page are explained in the following table.
Field Name Description ‘
User Name Enter a descriptive name for this restriction. This is a free-form text
field.
Browser's MAC Address The MAC address of the connected device. This option is selected by
: default.
Other MAC Address Select this option to restrict access to another device. You can view a
' list of the connected devices and MAC addresses on the Device Info >
ARP page
Days of the week Select the days (Mon - Sun) for which the restrictions apply.
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Field Name Description

Start Time Blocking / End Time : Enter the range of time that the devices listed above are restricted
Blocking from access to the Internet. Use 24-hour clock notation (00:00 -
1 24:00).

URL Filter

The other side of the Parental Controls coin is URL filtering. On this page, you can exclude and include URLs as desired. Each list can
include up to 100 addresses.

Note: Only one Exclude list and one Include list are supported for each gateway. Unique lists are not supported for connecting devices.

1. In the left navigation bar, click Advanced Setup > Parental Control > Url Filter.
2. Toblock a URL:

a. Select Exclude List.

b. Click Add. The following page appears.

SMART/RG

laeward thinking

Parental Control - URL Filter Add

Enter the URL address and port nmber then click “Apply /Save” to add the entry to the
LIRL filter.

LIRL Address:
Port Humber; [Delauit 50 will be applied if leave blank. )

Aty bt

c. Click Apply/Save to save your settings. You are returned to the Url Filter page.
3. To create a list of URLs to allow, select Include and repeat the above steps.

The fields on this page are explained in the following table.

Field Name Description

URL Address Enter the URL address to be included in the list.

Port Number: (Optional) Enter the port number associated with the URL. The default is 80.

Quality Of Service
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Quality of Service (QoS) enables prioritization of Internet content to help ensure the best possible performance. This is particularly use-
ful for streaming video and audio content with minimized potential for drop-outs. QoS becomes significant when the sum of all traffic
(audio, vid"QosS Classification", data) exceeds the capacity of the line.

In this section, you can configure QoS settings including traffic queues, classifications (rules) and port shaping.

QoS Config

On this page, you can enable QoS and set the DSCP Mark classification.

The maximum number of queues that can be configured vary by mode, as shown below.

Maximum # of queues

Note: Queues for Wireless (e.g., WMM Voice Priority for wlO interface) are shown only when wireless is enabled. If the WMM Advert-
ise function on the Wireless Basic Setup page is disabled, assigning classifications to wireless traffic has no effect.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Config. The following page appears.

SMART/RG

forward thinking

Device info Qo5 = Queus Management Configuration
e ¥ If Enable Qo5 checkbox ts selected, choose a defautt DSCP mark to
Layerd Interface autoematically mark incoming traffic without reference o a particular
WA Service elassifier, Cihck “Apply/Save’ Bulton to save it
4G LTE Settings
Ethernet Conflg
LAH Note: if Enable Qos checkbox i3 not selected, all Qo5 will be disabled for
HAT all interfaces.
Security
PRI =il i e e e
Quality of Service g :
| (oS Config | Enable QoS

Qo5 Queus Config
Qb Classification

Select Default DSCP Mark | No Chasgel-1)

2. Click Enable QoS.
The QoS Queue Management Configuration field appears where you can select the default Differentiated Services Code Point
(DSCP) Mark classification value to be used. For a list of supported values, see "Supported DSCP Values".
Note: If this option was already enabled and you clear the checkbox, QoS will be disabled for ALL interfaces.

3. Click Apply/Save to save your settings.
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Supported DSCP Values

The DSCP marking QoS Queue Management Configuration marking on ingress packets is based on the selection you make in the Select
Default DSCP Mark field. The selected default marking is applied automatically to all incoming packets without reference to a particular

classification.

Note: A default DSCP mark value of Default(000000) will mark all egress packets that do NOT match any classification.

The following values are supported. For more information about commonly used DSCP values, refer to RFC 2475.

cs4
No Change(-1) €51(001000) AF32(011100) (100000)
' EF
Auto Marking(-2) AF23(010110) AF31(011010) (101110)
css
Default(000000) AF22(010100) €s3(011000) (101000)
Ccs6
AF13(001110) AF21(010010) AF43(100110) (110000)
AF12(001100) €52(010000) AF42(100100)
AF11(001010) AF33(011110) AF41(100010)

QoS Queue Config
On this page you can configure a queue and add it to a selected Layer?2 interface.

1. Inthe left navigation bar, click Advanced Setup > Quality Of Service > QoS Queue Config and then click Add. The following
page appears.
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SMART/RG’

[oreasd thinking

Qob — Configuration

This screen dllows you o configure 3 Qo5 quews and add it 1o a selected
layerd interface.

{Only one queue can be defined for any one interface/ precedence pair,
resulting in 2 maximum of three queues per interface. )

Mamee: [y Kae

Enable: Enabie

Interface: gl &

Queue Precedence: L5#) : | (lower value, higher priority)
* The precedence List shows the scheduler algorithen for each précedence
lewel.

= Queues of egual precedence will be scheduled based on the algorithm,
» Queues of unequal precedence will be scheduled based on 5P.

Minimum Rate: 1 [1-100000 Kbps (-1 indicates no shaping)
Shaping Rate: 1| [1-100000 Kbps] (-1 indicates no shaping]
h : shall be e 7500
Interface Grouping Shaping Burst Stze oo | [bytes] | » /]
IP Tunnel
Applyrioes

IFSec

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to save your settings.

The fields on this page are explained in the following table.

Field Name Description

Name - Enter a descriptive name for this configuration. This is a free-form text

Enable Select to enable or disable a given QoS queue configured on the selected

»interface.

- Note: Only one queue can be defined for any one interface/precedence
. pair, resulting in a maximum of three queues per interface.

Interface : Select the Layer 2 interface to be associated with the defined QoS queue,
‘e.g., ethO or eth4.

Queue Precedence (Appears when you select an interface) Select the priority value to be asso-
 ciated with QoS queue defined. Options include levels for SP and

 SPWRR|WFQ.
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: Note: Lower value = higher priority.

Scheduler Algorithm (Appears when you select SP|WRR|WFQ in the Queue Precedence field)
: Select an algorithm for data priority in queues. Options are:

- Strict Priority: Allows shaping of rate and burst size for packets in queue.

Weighted Round Robin: Applies a fair round robin scheme weighting that
- is effective for networks with fixed packet sizes, e.g., ATM networks.

Weighted Fair Queuing: Applies a fair queuing weighting scheme via allow-
- ing different sessions to have different service shares for improved data
; packets flow in networks with variable packet size, e.g., PTM/IP networks.

The following options appear only when the Queue Precedence field is set to SP][WRR|WFQ and the Scheduler
Algorithm field is set to Strict Priority. These options are do not appear in the SR3xxn models.

Enter the minimum shaping rate for packets in QoS queues. Options are 1-
:100000 Kbps.

: To specify no minimum shaping, enter -1.

Shaping Rate - Enter the shaping rate for packets in QoS queues. Options are 1-100000
: Kbps.

- To specify no minimum shaping, enter -1.
Shaping Burst Size Enter the shaping burst size to be applied to packets in the defined queue.
f Options are 1600 bytes or greater.

Minimum Rate (Appears when you select either Weighted algorithm option in the Sched-
f uler Algorithm field) Enter the minimum shaping rate defined for packets
»in QoS queues. Options are: 1-100000 kbps.

: To specify no minimum shaping, enter -1.

Shaping Rate (Appears when you select either Weighted algorithm option in the Sched-
uler Algorithm field) Enter the shaping rate for packets in QoS queues.
: Options are: 1-100000 Kbps.

: To specify no minimum shaping, enter -1.

Queue Weight ' (Appears for the SR515ac model when you select either of the Weighted
+ algorithm options in the Scheduler Algorithm field) Enter a weight for pri-
: oritizing this queue. Options are 1- 63.

WLAN Queue
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Note: This options is available for the SR515ac gateway only.
On this page, you can view the wireless queues and classifications.

Note: The WMM Advertise option must be enabled before these classifications will function. This option is enabled by default. If you
have disabled it, go to the Wireless > Basic page and clear the Disable WMM Advertise checkbox.

In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Queue Config > Wlan Queue. The following page appears.

SMARTfRG 5R515ac
forward thinking
0a5 - Wian Quieud Setup
Ushge Hote:
‘Wirsless gueues and olassiiica bors have no effect i Wial Advertise i disabled. The WM Advertise function is located on the
‘Whrsleai Basic Selag page.
interface | Oid | Prec /Mg irgh
WM Violoe Priority | 1 Wil -] 15p Ennbled
Wi Vodoe Prigrity | I wil) r FrL Enabied
WA, Yideo Priority | 3 wil) & WP Ernaibied
WA Vidieo Priority | 4 wild 5 4f5P Ennbied
WM Best Effort 5 el 4 SI5F Ersbied
WM Backgrouna | & i ] G5P Erablad
WM Backgrouna | T Wil 2 T Enabied
WM Best Effort a wil) ] L Enabied
WK Vooe Frionity | 33 wil g /5P Erubled
WM Nolos Priomity | 4 il T Pk Enabisd
WA, Video Priority | 35 wid & W5E Eratied
WM Viceo Priority | 36 willll 5 445p Enabled
WM Best Effort ar will 4 LT50 Enabled
Wil Background | 38 wil 3 GISP Enatied
WiM Backgrond | 39 wll F TSP Ensbled
WM Bast Effort | 40 wi 1 2r5P Erabled

QoS Classification

On this page, you can create traffic class rules for classifying the ingress traffic into a priority queue. You can also mark the DSCP or Eth-
ernet priority of the packet.

1. Inthe left navigation bar, click Advanced Setup > Quality Of Service > QoS Classification and then click Add. The following
page appears. A maximum of 32 entries can be configured.
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SMART/RG

forward ||“:i!1i\.'l'|l;

Add Hetwork Traffic Class Rule

This screen creates a traffic class rule to dlassify the ingress traffic into a priority
quews and optionally mark the DSCP or Ethernet priority of the packet.
Click ‘Apply/Save’ to save and activate the rule.

Traffic Class Mame:
Rude Order: L
Rule Statin: Enaliie

Specify Classifhcation Criteria (A blank criterion indicates it is not used for
classification.)

Class interface: Lax

Ether Type: [
Seuree MAC Address: '
Source MAC Mazk:

Destination MAC Address:

Destination MAC Masi:

Specify Classification Results (4 blank value indicates no operation. )

Specify Class Queus (Reguired): [
- Packets classified into a queus that exit through an imerface for which the queue
s not specified to exist, will instead egress to the default gueue on the interface.

Mark Differentiated Service Code Point {D5CP):

Mask 802.1p priarity: ¥
- Class non-vian peckets egress to & non-vian interface will be tagged with VID 0 and
the class rule p-bits.

= Class vian packets egress o a non-wian interface will have the packet p-bits re:
marked by the class rule p-bits. Mo sdditional vian tag is added.

= Class non-vian packets egress to a vian interface will be tagged with the interface
WD and the class rule p-bits.

- Class vian packets egress to a vlan interface will be additionally tagged with the
pachet VID, and the class rule p-bits,

Set Rate Limit; {Rbisss]
Aoy
2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.
The fields on this page are explained in the following table.
Field Name Description ‘
Traffic Class Name Enter a descriptive name for this rule. This is a free-form text field.
Rule Order Select whether this rule is processed next or last in the list of classification rules.
Options are:

« Last: Sets this rule as the very last classification rule to be processed.

: o Null: Sets this rule as the next classification rule to be processed.
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Field Name Description ‘

Rule Status : Select whether this rule is active or inactive. Options are: Enable and Disable.

Class Interface (Not applicable for SR515ac models ) Select an interface. Options are: local, ethO -
: eth4, and wlO.

Ingress Interface  (Available for SR515ac models only) Select an interface. Options are LAN, WAN
-and any interface already configured for your gateway.

Ether Type : Select the Ethernet interface type for this classification. Options include: IP, ARP,
:and IPV6 for most models, and additional options for the SR515ac model.

Source MAC Address Enter the source MAC Address and Source MAC Mask for this classification.

Source MAC Mask

Destination MAC : Enter the destination MAC Address and destination MAC Mask for this clas-
Address ' sification.

Destination MAC Mask

......................... bommmeecceeceecceaceeceseceeceaeeaseeeeseeeaseaeeeeeeeeeaemeamcemeeaaeaaeaamnanan

Source IP Address/Mask Enter the source IP Address and Source IP Mask for this classification.

UDP/TCP Source Port  : (Optional) Enter the Source Port applicable for this classification. You can enter a
range (port:port) or a single port.

UDP/TCP Destination ' (Optional) Enter the destination port applicable for this classification. You can

Port enter a range (port:port) or a single port.

Specify Class Queue (Not applicable for SR515ac models ) Select from the available queues.

Note: Make sure to select a queue that is configured for the interface that you

‘ selected. If you select a queue that is not configured for the selected interface, any
 packets classified into that queue are processed by the default queue for the inter-
:face.

Egress Interface ' (Available for SR515ac models only) Select the egress interface for this rule.
: Options are the interfaces already configured.
Egress Queue 1 Available for SR515ac models only) Select the egress queue for this rule. Options

- are the queues already configured.

Mark Applied Dif- Select the desired DSCP code.
ferentiated Service Code
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Field Name Description ‘
Point
802.1P priority : This value is inserted into the Ethernet frame and used to differentiate traffic.

 Lower values assign higher priorities. Options are: 1-7.

Rate Limit (Kbps) Enter the data traffic rate limit applied for this classification.

For SR515ac models, this field is labeled Set Rate Limit.
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QoS Port Shaping
QoS Port Shaping facilitates setting a fixed rate (Kbps) for each of the Ethernet ports.
Note: This feature is not available for the SR3xxn model.

1. In the left navigation bar, click Advanced Setup > Quality Of Service > QoS Port Shaping. The following page appears.

SMART/RG’ SRSS52n

forward thinking

QoS Port Shaping Setup

Qo port shaping supparts traffic shaping of Ethernat interface.
If *Egress Shaping Rate” is sat to *-1%, it means no shaping is applked and "Egress Burst
Size” will be ignaned.

If “Ingress Policing Rate® is sat to *-1°, no policing {aka rate limiting) & applied.

Ethermeat

Interiac Egress Burst 5ine Ingrass Policing Rate
erfaoe
LaH Sk o) [bytes] (ebyps)
PRI ]

eth?

'NW"M.

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description ‘
Interface ‘ Each entry in this column represents one of the Ethernet LAN ports on the gateway.
Type ‘ Each entry in this column identifies the function for which each physical port is con-

figured on the gateway.
Shaping Rate (Kbps) (Not applicable for SR515ac models ) Enter the data rate for packets on the specified
Interface. Options are: 1- 1,000,000 Kbps. The default is -1 (no shaping).

Burst Size (bytes) (Not applicable for SR515ac models ) Enter the burst size to be applied to packets in the
: defined queue. Options are 1600 bytes or greater.

If you enter a value of -1 (disabled) in the Shaping Rate field, the value in this field is
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Field Name Description ‘
“ignored.

Egress Shaping Rate  : (Available for SR515ac models only) Enter the data rate for packets on the specified

(Kbps) “Interface. Options are: 1-1,000,000 Kbps. The default is -1 (no shaping).
I(Ebgr:ss Burst Size (Available for SR515ac models only) Enter the burst size to be applied to packets in the
ytes

defined queue. Options are 1600 bytes or greater. The default is 0 (no size limit).

If you enter a value of -1 (disabled) in the Egress Shaping Rate field, the value in this
field is ignored.

Ingress Policing Rate : (Available for SR515ac models only) Enter data rate for policing incoming packets in the
(Kbps) - defined queue. The default is -1 (no policing).
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Routing

In this section, you can configure default gateways, static routing, policy routing and RIP settings.

Default Gateway

On this page, you can configure the default gateway interface list to establish access priority, that is, ilnterfaces are accessed in the
order listed in the Selected Default Gateway Interfaces column.

1. In the left navigation bar, select Advanced Setup > Routing > Default Gateway. The following page appears.

SMART/RG

forwasd thinkang

Device infio Routing -- Default Gateway
Advanced Setup

Layerd Intarface Default gateway interface list can have multiple WA interfaces served as system
WAN Service defauit gateways but ory one will be used according to the pricrity with the Tirst
45 LTE Settings being the highest and the last one the lowest priority if the WAN interface &
Ethernet Config connected. Priority order can be changed by removing all and adding them back in
LAN BIIM.
HAT
Sequrity selected Default Available Routed WAN
[ — Gatewsy Interfaces Interfmees
Quality of Service
Routing

Defailt Gatews

Static Route =

Policy Rowting .

P
[+,-3
DSL
5L Bonding
UPnP
Dfﬁ hw SE{ECL & pf!ﬂ!ﬂ'ﬂ Wan interTate &Y [he SyELem default IPVE !,lttw'af.
Interface Grouping Selected WAN Interface | NO CONFIGUALD INTERFACE :
IP Tunned

Aoy et
S P e A e P e

2. Select the interfaces that you want used as default gateway interfaces. Click the arrows to move your selection between the
columns. Move the highest priority interface first, followed by the next highest priority interface, and so on.

3. (Optional) In the Selected WAN Interface field, select an IPv6 interface. You must configure the IPv6 interface before it
appears in this field. The default is NO CONFIGURED INTERFACE.

4. Click Apply/Save to commit your changes.

Static Route
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On this page, you can configure static routes for your network. A static route is a manually configured, fixed route for IP data. You can
enter a maximum of 32 entries.

1. Inthe left navigation bar, click Advanced Setup > Routing > Static Route and then click Add. The following page appears.

SMART/RG

foremard t."n-.'-u..'a-r;

Routing -- Static Route Add

Enter the destinathon network address, subnet mask, gateway AND/OR
available WAN interface then click “Apply/Save” to add the entry to the

routing table.

1P Version: [

Destination IP address/ prefix length: =
Interface: | i

Gateway P Address:
{optienal: metric number should be greater than or equal Lo zeno)
Matric:

Al Savt

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

IP Version - Select the IP version associated with the static route you wish to create.
Options are: IPv4 and IPv6.

Destination IP address/- ! Enter the destination network address / subnet mask for route.
prefix length '

Interface Select the WAN Interface for this route. This list filtered by the selected IP ver-
: sion.

Gateway IP Address Enter the destination IP address for this route. If needed, include the /prefix
: length.

Metric (Optional) Establishes traffic priority/weighting. Must be equal to or greater

than zero (> 0).

Policy Routing
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Policy routing makes somewhat automated routing choices based on policies defined by a network administrator. For example, a net-
work administrator might want to deviate from standard routing based on destination markers in the packet and, instead, forward a
packet based on the source address.

On this page, you can configure similar policies.

1. In the left navigation bar, click Advanced Setup > Routing > Policy Routing and then click Add. The following page appears.

SMART/RG

forward thinking

Device Info Policy Routing Settup
Advanced Setup Enter the policy name, policies, and WAN interface then click "Apply/Save”
2 Inter! to add the entry to the policy routing table.
Layerl Interface Hote: Default gateway must be configured for FPof connection that doesnt
WAN Service rely on DHCR.
40 LTE Settings
thernet Config Policy Mamse:
Physical LaN Por (L I
LANY
L2
LaN1
Source 1P WAN
Use interface|

Default Gateway IP:

Apsily haer

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Policy Name - Enter a descriptive name for this entry to the policy routing table. This is a free-form text field.

Default Gateway IPé Enter the IP address of the default gateway.

RIP (Routing Information Protocol)
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RIP is a type of distance-vector routing protocol, which leverages hop count as a metric for routing. RIP puts a limit on the number of
hops (maximum of 15) allowed in order to prevent routing loops. This can sometimes limit the size of networks where RIP can be suc-

cessfully employed.

On this page, you can configure the RIP settings.

1. In the left navigation bar, click Advanced Setup > Routing > RIP, and then click Add. The following page appears.

SMART/RG

forward thinking

Routing -- RIP Configuration

HOTE: RIP CANNOT BE CONFIGURED on the WAMN interface which has NAT
enabled (such as PPPaE).

To activate RIP for the WAN Interface, select the desired RIP version and
operation and place & check in the ‘Enabled checkbax, To stop RIP on the
WAN Interface, uncheck the Enabled checkbox. Click the "Apply/Save’ button
to start/stop RIP and sawve the configuration,

Parental Control
Cuality of Service Version Operation Enabled
Routing pumo_|
Default Gateway 1Y 2.3 e
Static Route
Pollcy Routing

|___RIP |

2. Fillin the fields, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Interface - Displays a list of available WAN interfaces. Complete the line item(s) associated with the inter-
: face where you wish to employ RIP.

Version - Select the version of Routing Interface Protocol you desire. Reference RFC 1058 and RFC 1453
' for detailed information on RIP versions. Options are: 1, 2, and Both.

Operation : Select the operation mode. Options are:

o Active: This mode listens and advertises routes.

« Passive: This mode listens only. It does not advertise routes.

Enabled Select to employ RIP on the displayed interface.
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DNS

In this section, you can configure a DNS server, dynamic DNS and static DNS.
DNS Server

On this page, you can input the Domain Name Server (DNS) information supplied by your service provider.
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In the left navigation bar, click Advanced Setup > DNS > DNS Server. The following page appears.

SMART/RG

forward thinking

Device Info DNS Server Configuration
i ncezdl Se:;p Select DNS Server Interface from available WAN interfaces OR enter static
yer2 Interface DNS server IP addresses for the system. In ATM mode, if only a single PVC
WAN Service with IPoA or static IPoE protocol is configured, Static DNS server IP addresses
4G LTE Settings must be entered.
Ethernet Config DNS Server Interfaces can have multiple WAN interfaces served as system
dns servers but only one will be used according to the priority with the first
LAN being the higest and the last one the lowest priority if the WAN interface is
NAT connected. Priority order can be changed by removing all and adding them
Security back in again.
Parental Control
Quality of Service Select DNS Server Interface from available WAN interfaces:
Routing Selected DNS Server Available WAN
DNS Interfaces Interfaces
DNS Server
Dynamic DNS
Static DNS
DSL | => |
DSL Bonding =)
UPnP T
DNS Proxy
Interface Grouping
IP Tunnel
IPSec @ Use the following Static DNS IP address:
Certificate Primary DNS server: [ ]
Multicast Secondary DNS server:

Wireless

DEapeICs Select the configured WAN interface for the IPv6 DNS server information OR
Management enter the static IPv6 DNS server Addresses.

Logout Note that selecting a WAN interface for the IPv6 DNS server will enable the
DHCPv6 Client on that interface.

Obtain IPv6 DNS info from a WAN interface:
WAN Interface selected: NO CONFIGURED INTERFACE *
@ Use the following Static IPv6 DNS address:

Primary IPv6 DNS server:
Secondary IPv6 DNS server: |

_Apply/Save |

2. Enter your desired settings. Click Apply/Save to commit changes.
The fields on this page are explained in the following table.

Field Name Description

Selected DNS Server Interfaces  : WAN service(s) selected to be your primary DNS server.
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Field Name

Available Wan Interfaces

Secondary IPv6 DNS Server

Description

WAN services available to be selected for the DNS server.

Enter the IP address of the primary IPv6 primary DNS.

SMART/RG

Dynamic DNS

Dynamic DNS (DDNS) automatically updates a name server in the DNS with the active DNS configuration of its configured hostnames,

addresses or other data. Often this update occurs in real time. On this page, you can configure the settings for this feature.

1.

In the left navigation bar, click Advanced Setup > DNS > Dynamic DNS and then click Add. The following page appears.

SMART/RG

forward thinking

Device Info
Advanced Setup
Layer2 Interface
WAN Service
4G LTE Settings
Ethernet Config
LAN

NAT
Security
Parental Control
Quality of Service
Routing
DNS

DNS Server

too C

2. Enter your desired settings.

Add Dynamic DNS

This page allows you to add a Dynamic DNS address from DynDNS.org or TZO

or noip.com.

D-DNS provider _DynDNS.org ¢ |
Hostname
Interface

DynDNS Settings
Username
Password

Apply/Save |

3. Click Apply/Save to commit your changes.
The fields on this page are explained in the following table.

Field Name

Description

D-DNS provider: Select a dynamic Domain Name Server provider.
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Field Name Description ‘
Hostname Enter the hostname of the dynamic DNS server.

terface | Select the gateway WAN interface whose rafic will be pointed at the specified Dynamic DN provider,
Usemame | Enterthe usemame for the dynamic ONSserver.
assword {Eterthe password for the dynamic DNSsever.
Static DNS

The Static DNS service allows you to resolve DNS queries on the Broadband Router by adding a static host name to the IP Address map-
pings. On this page, you can configure up to 10 static DNS entries.

1. In the left navigation bar, click Advanced Setup > DNS > Static DNS and then click Add. The following page appears.

SMART/RG’

forward thinking

Device Info Static DNS Entry

Advanced Setup
Layer2 Interface
WAN Service

Enter the Host Name and IP address then click "Apply/Save” .

4G LTE Settings Host Name:

Ethernet Config IP Address:

LAN

NAT Apply/Save |
Security

o'y g o et A B L e . 4 pa pray o

2. Enter your desired settings.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Interface  : Enter the IP address of the DNS server client uses to assist in resolving domain names.
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DSL

On this page, you can configure settings for the DSL interface.

Caution: Altering these settings unnecessarily can result in the gateway being unable to attain DSL synchronization.

1. In the left navigation bar, click Advanced Setup -> DSL. The following page appears.

SMART/RG’

forward thinking

Device Info DSL Settings

Advanced Setup
Layer2 Interface Select the modulation below. Select the profile below.
WAN Service
4G LTE Settings @ G.Dmt Enabled 8a Enabled
me'"e‘ Config o G.lite Enabled 8b Enabled
NAT @ T1.413 Enabled @ 8c Enabled
Security & ADSL2 Enabled 8d Enabled
Parental Control @ AnnexL Enabled @ 12a Enabled
Quality of Service
Routing @ ADSL2+ Enabled 12b Enabled
DNS ) AnnexM Enabled 17a Enabled
DSL @ VDSL2 Enabled
DSL Bonding
UPnP
DNS Proxy Uso
Interface Grouping @ Enabled
IP Tunnel
IPSec Select the phone line pair below.
Certificate @ Inner pair
Multicast © Outer pair

Wireless

Diagnostics Capability

Management Bitswap Enable

SR ) SRA Enable

() PhyR Enable
) ADSL PTM Mode Enable

Inventory Management
) Use board serial for EOC Serial Number

| Apply/Save || Advanced Settings |

2. Enter your desired settings.
3. To configure advanced settings, see "Advanced settings".
4. Click Apply/Save to commit your changes.
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Note: For the SR3xxn models, the following fields are not available: VDSL2 modulation, profile options, and USO checkbox.

The fields on this page are explained in the following table.

Modulation Data Transmission Rate Max Downstream  Max

(Mbps) Upstream
(Mbps)

G.Dmt ITU-T G.992.1 standard. 12 1.3

Glte  MUTGMZswndad T os
T4 ANSITLATssueZstandard L 0
aosizMUTGeR3stendad L 0

AnnexL Annex L of ITU-T G.992.3 standard which supports longer loops but with reduced

étransmission rates. 5
AosizeMUTGESRSsandad. ERE 0o
Amnext | Amnex Lof TU-T G.992.5 standard which supports extended upstream band- (24 N

Ewidth.

""""""" U Coa e, e T T e

VDSL2 ITU-T G.993.2 standard.

The following table explains the maximum transaction power for each profile supported for SRG gateways.

Parameter 8d 12a 12b 17a

Max DS Tx Power (dBm) §+17.5§ +zo.5§+11.5§ +14.5

Max US TxPover (dBm) . wus
Min bidirectional net datarate.  SOMbps | 68Mbps | 100Mbps

Other Settings

Field Name Description

Inner Pair/Outer : The RJ11 connector has four contacts. The center pair of pins is DSL1. The outer pair pins are the contacts for DSL2.
Pair : Select which pair should be used.
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Other Settings

Field Name Description

Capability « Bitswap Enable: Enables adaptive handshaking functionality.
o SRA Enable: Enables Seamless Rate Adaptation.
« PhyR Enable: Enables Physical Layer Retransmission.
« ADSL PTM Mode Enable: Enables Asymmetric Digital Subscriber Line in Packet Transfer Mode.

Inventory Man- : Select whether to use the gateway serial number as the EOC serial number in your inventory management data-

agement  base.

Advanced settings

1. To configure the test mode, click Advanced Settings on the Advanced > DSL page. The following page appears.

' SMART/RG

forwand thanking

D5L Advanced Settings

Select the leil mode boelow.

- Mormal
O Reverb
O Medey
Mo retrain

CHs

B e o R &

2. Click Apply to place the gateway in test mode.
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3. Toview the ADSL tone settings, click Tone Selection. TADSL Tone Settings page appears.
ADSL Tone Settings
- I T e
Eo B B2 B3 M4 Hs BHe Hr Hs By BEiwo Bn Hiz Bz Bi4 s
| E1e Bir Bis B Mo Mo Bz Hz M 25 He 17 B Bis B3 Hn
Downstream Tones
B3z a3 B34 B35 M3 BHir His By M4 Ba Ba 4 B B Bae a7
e Ha9 Eso 51 M5z H53 M54 55 Ese Es7 e M Meo He1 BHez He3
Hea Hes Hes Her Hea Hes BEro B En Hrs Erd Frs Hs Hrr Hie En
Heao Hea1 Hs2 Ha: Hae Has Has Her Hes Hsy Eo B He: H9 Hwe EHos
Ege Hy7 EHes BEy B0 w01 E102 10 EhwdsBws Bos BEwrBwoe BB 1011
HinEmEmndEBi1msEusBurBErsEneBw B BmBEinBEizdaEbasBize ey
HisbBhiEHanBEm EimEaEaaE s HMuasBHoarBEaaEoe Mo Ea B Hag
Fi4da 145 B 146 147 148 a9 150 B 151 152 B 153 B 154 B 155 B 156 B 157 B 158 B 159
BiooBHis B BB H s Buee Bt B s B BB Bim BB B
Ers B 77 B 178 B 179 B4 180 B4 181 B4 182 B4 183 B2 184 B4 185 B4 186 B4 187 B 188 B0 189 B 190 B 1o
EA 192 B4 193 B 194 B4 195 B4 196 4 197 B4 198 £ 199 &4 200 9 201 B9 202 B9 203 4 204 B4 205 B4 206 B 207
HeHeEoEHnm BmEnEr4EasHMne A9 EH0E 21 M2 223
HraaHisEmeBEarB BB m B BB nsEasHas B arE s
B 240 B 241 B 242 B9 243 B 244 4 245 B 246 B 247 E 248 M 249 B 250 B 251 B 252 B 2153 B 254 B 155

Chack A1 Claar A5 Appiy Choza

Caution: Do not modify the tones selected unless under explicit instruction from a telecommunications professional.

4. Click Apply to commit your changes or Close to return to the previous page.

The fields on this page are explained in the following table.

Mode Description ‘
Normal Puts the DSL PHY in test mode, sending only a Normal signal.

Reverb Putsthe DSLPHY intest mode, sending only a REVERB signal.
Medley Putsthe DSLPHY intestmode, sendingonly a MEDLEY signal.

No Retrain  : The DSL PHY attempts to establish a connection as in Normal mode, but once the connection is up, it
: does not retrain even if the signal is lost.

L3 - Puts the DSL modem in the L3 power state.

DSL Bonding

Note: This feature is supported only on the SR550n and SR552n models.
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Bonding enables two DSL lines to feed the same modem and leveraging the bandwidth of both lines. Once bonded, the lines behave as a
single, higher bandwidth connection.

1. Inthe left navigation bar, click Advanced Setup > DSL Bonding. The following page appears.

SMART/RG’

forward thinking

Device Info xDSL Bonding Capability Configuration
Advanced Setup < a
Layer2 nterface Any Changes will require a reboot.
WAN Service Bonding/Non-bonding modes - Auto controlled from within the system.
4G LTE Settings
Ethernet Config For any kind of xDSL bonding capability in the modem now or in the
future,
LAN
NAT Please keep this configuration enabled.

Security
Parental Control

@ xDSL Bonding Capabilit
Quality of Service & Capablity

Routing

DNS Current WAN xDSL Mode:| |
DSL [ save/Reboot |

DSL Bonding

2. To enable bonding, click xDSL Bonding Capability.
3. Click Save/Reboot to commit your changes. Your gateway is rebooted.
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UPnP

On this page, you can enable UPnP when 3rd party devices on your LAN support this Universal Plug and Play standard. Common client
devices include gaming consoles, IP cameras, printers and others. This feature is enabled by default.

1. Inthe left navigation bar, select Advanced Setup > UPnP. The following page appears.

SMART/RG’

forward thinking

Dewice Info UPnP Configuration

Advanced Setup .
2 Interface HHE;'E UPEIEP;: activated only when there is a live WAN service with

WAM Service

4G LTE Settings

Ethernet Config & Enable UPnP
LaN

HAT

Parental Control

2. Todisable this option, click Enable UPnP to clear the box.
3. Click Apply/Save to commit your changes.
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On this page, you can configure the DNS proxy settings. A DNS proxy improves domain look-up performance for clients by creating a

historical cache of look-ups.

1. Inthe left navigation bar, click Advanced Setup > DNS Proxy. The following page appears.

forward thinking

SMART/RG’

Device Info DNS Proxy Configuration
Advanced Setup
Layer2 Interface @ Enable DNS Proxy
WAN Service
4G LTE Settings Host name of the Broadband Router: MyRouter
Ethernet Config Domain name of the LAN network: [Home
LAN
NAT
[ Apply/Save |

Security

Parental Control
Quality of Service
Routing

DNS

DSL

DSL Bonding

2. If not already selected, click Enable DNS Proxy.
The Host name and Domain Name fields appear.

3. Enter the host name of the broadband router and the domain name of the LAN network.
Click Apply/Save to commit your changes.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

Interface Grouping

You can create an interface group to map local interfaces to WAN interfaces. A typical application for this feature is assigning IPTV STBs
to a WAN interface.

1. In the left navigation bar, click Advanced Setup > Interface Grouping and then click Add (below the table). The following page
appears.

SMART/RG’

forward thinking

Device Info Group Name:
Advanced Setup
Layer2 Interface
WAN Service Grouped WAN Interfaces Available WAN Interfaces
4G LTE Settings
Ethemet Confl I
LAN
NAT (=)
Security
Parental Control
Quality of Service
Routing
DNS
DSL
DSL Bonding Grouped LAN Interfaces Available LAN Interfaces
UPnP
DNS Proxy s
LAN2
IP Tunnel —— |LAN1
IPSec —=>) |waN
Certificate
Multicast
Wireless
Diagnostics

Management

l t Automatically Add Clients
With the following DHCP

Vendor IDs

Shared WAN Interface:

—

B o - . _h ek

[_Apply/Save |

2. To create a new interface group, enter a unique Group Name, then proceed with either step 3 (dynamic) or step 4 (static)
below.
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3. If this new grouped interface is to share the WAN interface, click Shared WAN Interface. Not selecting this option this will
cause the WAN interface you select to be removed from any other interface groups.
Important: If a vendor ID is configured for a specific client device, make sure to reboot the client device attached to the gate-
way to allow it to obtain an appropriate IP address.

4. Map the ports for the WAN or LAN interface:
a. Select aninterface from the applicable Available Interface list.

b. Add it to the Grouped Interface list by clicking the arrow to create the required mapping of the ports. Hold down the
Shift key to select multiple interfaces.
Note: Depending on the WAN interface configuration, these clients may obtain public IP addresses.

5. To automatically add LAN clients (such as set-top boxes) to a WAN Interface in the new group, enter the DHCP vendor ID
string. You can add up to 16 vendor IDs.
When you configure a DHCP vendor ID string, any DHCP client request that includes this vendor ID is denied an IP address from
the local DHCP server (DHCP option 60).

Click Apply/Save. Your changes take effect immediately.
7. Toremove a grouping, select the grouping and click Remove. You can only remove groupings that you create.

IP Tunnel

IP Tunneling is typically used as a means to establish a path between two independent networks. Your SmartRG gateway supports con-
necting islands of IPv6 networks across the IPv4 internet or IPv4 in IPv6 as well.

On this page, you can configure IP tunnel settings.

Note: For IPv6inIPv4, only 6rd configuration is supported. For IPv4inIPv6, only DS-Lite configuration is supported.

IPv6inIPv4

On this page, you can configure the IPv6inIP4 settings.
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1. Inthe left navigation bar, click Advanced Setup > IP Tunnel > IPv6inIPv4 and then click Add. The following page appears.

SMART/RG

forward thinking

Device Info IP Tunneling -- &ind Tunnel Configuration
Advanced Setup
Currently, only drd conf tion is supported.
Layer? Interface : ¥ Ll e
WAN Service Tunnel Hame [y Tunsel
4G LTE Sattings Mechanism: _BRD
Ethernet Config Assoclated WAN Interface:
LAN Associated LAN Interface: LAN/brl 2
MAT & Manual O Automatic
Security
Parental Control IPvé Mask Length:
Quality of Service &rd Prefix with Prefix Length:
Routing Border Relay IPv4 Address:
. —
DL Bonding
UPnP
DMS Proxy
, D ey I e T T R L e

2. Enter a Tunnel Name.
3. Select the WAN and LAN interfaces associated with the tunnel you wish to establish.

4. IPv4 Mask Length, 6rd Prefix with Prefix Length and Border Relay IPv4 Address can be configured automatically. To configure
these settings manually, select Manual under Associated LAN Interface and enter the appropriate values.

5. Click Apply/Save to commit your changes.

IPv4inIPv6

On this page, you can configure the IPv4inIP6 settings.
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1. Inthe left navigation bar, click Advanced Setup > IP Tunnel > IPv6inIPv4 and then click Add. The following page appears.

SMART/RG

forward thinking

Device Info IP Tunneling -- 4iné Tunnel Configuration
Advanced Setup
Layer? Interface
WAN Service Tunnel Name by Tunwel
4G LTE Settings Machanizm: D5-Lite s
Ethernet Config Associated WAN interface; :
LAM Associated LAN Interface: LAK bt =
MAT @ Manual ¢ Automatic

Currently, only D3-Lite configuration is supported.

Security AFTR:
Parental Control Apeey Save
Quality of Service

Routing
-3
DsL
DSL Bonding
UPnp
DMS Prosxy
Interface Grouping
IP Tunnel

IPvbiniPva

- L3 | e, B e R o e B s bt o N e b

Note: Currently, only the DS-Lite Mechanism is supported. Consult RFC6333 for further information regarding DS-Lite.
2. Enter a Tunnel Name
3. Select the LAN and WAN interfaces associated with the tunnel you wish to establish.

4. AFTR (Address Family Transition Router) may be configured automatically. To configure AFTR manually, select Manual under
Associated LAN Interface and enter the appropriate values.

5. Click Apply/Save to commit your changes.
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IPSec

Internet Protocol Security is a protocol for securing communications by packet level encryption and authentication.

On this page, you can enable and remove connections, or edit existing connections.

1. In the left navigation bar, click Advanced Setup > IP Sec and then click Add New Connection. The following page appears.

forward thinking
Device Info IPSec Settings
Advanced Setup
Layer?2 Interface IPSec Connecticn Name new ConpeCtion
WAN Service
IP Version: 1P 3

4G LTE Settings i o

Ethamat Confiy Tunnel Mode ESP %

LAN -

2alt Local Gateway Interface: Select interface =

Security

Parental Control Remote IPSec Gateway Address 0.00.0

Quality of Service

Routing Tunnel access from local IP addresses | Subnet :

DNS IP Address for VPN 0.0.0.0

DsL Mask or Prefix Length 145, 15,2560

DSL Bonding

S Tunnel access from remote IP addresses | Subnet :

:’"fﬂm"f"ﬁ : IP Address for VPN 3800 :

nterface Grouping : :

IP Tunnel Mask or Prefix Length 155, 295.255.0
IPvibiniPyvd —
PrdiniPvs Key Enchani_e Method AuLHKE) 3

IPSec Authentication Method Pre-Shared Key % |

Perfect Forward Secrecy Disable =
o — Advanced IKE Settings S Advanced Sarungt
Lm.l'l Appivhivd

2. Enter your connection details by completing the appropriate fields.

3. If desired, click Advanced IKE Settings to select Phase 1 and Phase 2 specific parameters. For detailed information about these
settings, see "Advanced IKE Settings".

4. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.
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IPSec Connection Name A free form text field. Enter a descriptive name for this connection

IP Version - Select the IP version environment associated with your infrastructure. Options are IPv4 and IPv6.
Tunnel Mode - Select the encapsulation method to be used. Options are:

o AH: Use this mode to encapsulate a packet with AH and IP headers. For authentication, the entire
packet is signed.

o ESP: Use this mode to encapsulate a packet with ESP and IP headers. An ESP trailer is added to
the packet for authentication and integrity.

Remote IPSec Gateway - Enter the WAN [P for this tunnel.
Address :

Tunnel Access From Local IP: Select IP information for site A and B. Options are:

Addresses « Subnet: Allows access to the entire LAN.

« Single Address: For single host, select this option.

IP Address for VPN ‘ Enter the IP address for local access.
Mask or Prefix Length : Enter the subnet mask or prefix length for IP address entered for local access, e.g., 255.255.255.0.
Tunnel Access From : Select IP information for site A and B. Options are:

Remote IP Addresses « Subnet: Allows access to the entire LAN.

« Single Address: For single host, select this option.

Key Exchange Method The key-exchange method to be used for IPSec. Options are:

o Auto(IKE): This method uses the negotiated key-exchange method for IPSec. This is the default
and recommended for best results.

« Manual: This nethod requires that you configure the details.

Authentication Method Select the method by which the remote end will authenticate.

« Pre-Shared Key: A key is distributed to authorized users for logging into the system. Enter the
key in the Pre-shared Key field.

« Certificate (x.509): A certificate is used for authentication. Select the certificate file in the Cer-
tificate field that appears.

Perfect forwarding Secrecy : This setting determines whether a session key derived from a set of long-term keys is compromised if
. one of the long-term keys in the set is compromised.

« Enable: Prevents long-term key from being compromised.
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Field Name Description

« Disable: Permits long-term keys to be compromised.

Advanced IKE Settings
You can configure advanced IKE settings if desired.

1. On the IPSec Settings page, click Show Advanced IKE Settings to display the Phase 1and Phase 2 fields.
2. Fillin the fields, using the information in the table below.

Field Name Description ‘
Mode Select a mode. Options are Main and Aggressive.
Encryption Algorithm Select the encryption algorithm. Options are 3DES , AES -

1128, AES-192, and AES-256.

Select Diffie-Hellman Group for Select the D-H group. Options are 768bit - 8192bit. The
Key Exchange default is 1024bit.

Key Life Time Enter the number of seconds that a key is valid. The default
is 3600 seconds.

3. Click Apply/Save to commit your changes.

Certificate

On this page, you can configure certificates for the gateway. You can use Local and Trusted CA certificates on this gateway.

Local

Local certificates are used to identify the gateway to other users. On this page, you can create a new certificate request locally and have
it signed by a certificate authority, or you can import an existing certificate.

For additional info regarding Public Key Infrastructure (PKI), refer to ITU-T X.509.

1. In the left navigation bar, click Advanced Setup > Certificate > Local and then click Create Certificate Request. The following
page appears.
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SMART/RG’

forward thinking

Device Info Create new certificate request

Ml:,:ncezdl Seeturfp To generate a certificate signing request you need to include Common Name,
yer2 Interface Organization Name, State/Province Name, and the 2-letter Country Code for
WAN Service the certificate.

4G LTE Settings

Ethernet Config Certificate Name:
LAN Common Name:

Organization Name:
NAT State/Province Name:
Security Country/Region Name: [ US (United States) :
Parental Control

Quality of Service

Routing

DNS

DSL

DSL Bonding

UPnP

DNS Proxy

Interface Grouping

IP Tunnel

IPSec

Certificate
Trusted CA

2. Enter your connection details by completing the appropriate fields. For more information about certificates, refer to the ITU
X.509 standard.

3. Click Apply to complete the request.

The fields on this page are explained in the following table.

Field Name Description

Certificate Name ! A free-form text field used to describe the intended use of the certificate.

Common Name - Enter the IP address (in dotted decimal notation), domain name or email address in
. the field provided. The domain name or email address is for identification purposes
rand is a free-form text field.

Organization Name : A free form text field. Typically, this is the name of the company creating the
request.

Country/Region Select the country or region in which this certificate will be employed.
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4. Toimport a certificate and the corresponding private key, click Import Certificate. The following page appears.

SMART/RG’

forward thinking

Device Info Import certificate
Advanced Setup
Layer2 Interface
WAN Service Certificate
4G LTE Settings Name:
Ethernet Config | [ b BEGIN CERTIFICATE----~
LAN | END CERTIFICATE----~
NAT
Security
Parental Control
Quality of Service
Routing Certificate:
DNS
DSL
DSL Bonding
UPnP
DNS Proxy
Interface Grouping

Enter certificate name, paste certificate content and private key.

<insert private key here>
————— END RSA PRIVATE KEY -~~~

Multicast
Wireless Private Key:
Diagnostics
Management
Logout

5. Inthe Certificate Name field, type "cpecert".
6. Paste the Certificate details between the BEGIN and END markers.
7. Paste the Private Key information between the BEGIN and END markers.
8. Click Apply to implement this certificate.
Trusted CA

On this page you import and store up to four trusted certificates. Trusted Certificates are used to identity other gateways to your gate-
way as a trusted source.

1. In the left navigation bar, click Advanced Setup > Certificate > Trusted CA and then click Import Certificate. The following
page appears.
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forward thinking

Device Info Import CA certificate
Advanced Setup
Layer2 Interface
WAN Service Certificate
4G LTE Settings Name:
Ethernet Config [-=--- BEGIN CERTIFICATE----~
LAN | END CERTIFICATE-----
NAT
Security
Parental Control
Quality of Service
Routing Certificate:
DNS
DSL
DSL Bonding
UPnP
DNS Proxy
Interface Grouping

Enter certificate name and paste certificate content.

Apply |

Trusted CA
Multicast

o

PO T e P D PN oy o

o S =SSN

2. Inthe Certificate Name field, type "acscert", and then paste the certificate details between the BEGIN and END markers.
3. Click Apply to commit this certificate.

After you add one certificate, a Remove button appears on the Trusted CA landing page. Click this button to remove the current cer-
tificate and replace it with a new one.
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Multicast

Multicast methodology is used for applications shipping information simultaneously to multiple destinations. The most common scen-
ario is Internet television and other streaming media. In IP Multicast, the implementation occurs at the IP routing level, where routers
create the most efficient distribution paths for packets sent to a destination.

On this page, you can configure the multicast settings.

1. Inthe left navigation bar, select Advanced Setup > Multicast. The following page appears.

SMART/RG

ferward thinking

Balticast Precedence:; Dusabbe = | 0wer valliae, Migher pricaty

IGMP Comfiuratban
Enter iRwP protaco] configuration fatds if you want modify default values thoen below.

Defauit Viersion; 1
Query Intenvals

Queery Response Inberval:

Latt Member Queny berval:

Robaustness Value:

Maximomn Molticest Groups;

Maximien Motticest Date Sources (Tor IGMPY 1 (1 - 24
Maximiem MulTICEST Group Mermiers:

Fast Leave Enable;

LAM to ILAN [lntra LAN) MoAticast Erabie:

Mamberthip Jo Immediate (PTV):

™

E[dlalul=~]=la]g]

MLD Configuration

Enter LD protocol (IPve Muliticast) configuration fields if you want modify default values shown below,

Defaudt Version: 1

Quary Interval: o

Cuery Respante Inberval: 5

Lt Memilier GQuosry Intervel: L]

Aobuitness Value: 7]

saximum Mutticast Groups: = ]
Maximum Molticast Data Souroes (for migvd): N

Maimimn Molticast Group Memsbers: Ll

Fast Leave Enable: E

LAN o ILAN [intra LAM) Muiticast Erabie:

2. Update or complete the necessary fields. The same fields are provided for both IGMP and MLD configuration.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Multicast Precedence Select whether IGMP packets are given priority handling and at what level.
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: Options are:

« Enable: IGMP packets are prioritized using the multicast precedence
value. The lower the multicast precedence value, the higher that IGMP
packets will be placed in the queue.

« Disable: IGMP packets are not prioritized.

Multicast Strict Grouping (Avallable for SR515ac models only) Select whether strict grouping is applied to

Enforcement - IGMP packets. Options are Enable and Disable,
Default Version : Enter the supported IGMP version. Options are: 1-3
Query Interval : The interval at which the multicast router sends a query messages to hosts,

. expressed in seconds.

“If you enter a number below 128, the value is used directly. If you enter a number
1128, it s interpreted as an exponent and mantissa.

Query Response Interval : Upon receiving a query packet, a host begins counting down seconds, from a ran-
- dom number. When the timer expires, the host sends its report.

- Enter the maximum number of seconds that a host can pick to count down from.
: The value must be greater than the Query Interval. If using IGMP v1, this value is
 fixed at 10 seconds.

Last Member Query Inter-: Enter the maximum response time within which the host must respond to the Out
val  of Sequence query from the router. The default is 1000m:s.

- IGMP uses this value when the router receives an IGMPv2 Leave report indicating
 at least one host wants to leave the group. Upon receiving the Leave report, the
router verifies whether the interface is configured for IGMP Immediate Leave. If

' not, the router sends the out-of-sequence query.

.......................... b o e e e e e e e e e e e e e e e e e e ieaiaeaiaann
Robustness Value - Enter the value representing the complexity of the query. The greater the value,
 the more robust the query. Options are: 2 - 7.

Maximum Multicast - Enter the maximum number of groups allowed.
Groups '

Maximum Multicast Data : Enter the maximum number of data sources allowed. Options are: 1 - 24.
Sources (for IGMP v3)

Maximum Multicast - Enter the maximum number of multicast groups that can be joined on a port or
Group Members  group of ports.
Fast leave : Select whether the IGMP proxy removes group members immediately without
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- sending a query. Options are:
' « Enabled: Group members are removed immediately.

« Disabled: Group members are removed after a query is sentand a
response received..

LAN to LAN (Intra LAN) : (Not applicable for SR515ac models) Click to permit a multicast data source on the
Multicast LAN side and enable IGMP snooping.
Membership Join Imme- : Select whether clients should send join reports. Options are:

diate (IPTV) « Enabled: No join report is sent; join is faster by a few milliseconds.

« Disabled: The client sends a join report.

WIRELESS

In this section, you can configure the wireless interface settings for your gateway, including basic and advanced settings, MAC filtering,
and wireless bridging.

Note: For the SR515ac model, the pages in this section are provided for both wireless bands, once for the 2.4 Ghz band and once for the
5 Ghz band. The fields are the same for both bands.

Basic

On this page, you can configure basic features of the Wi-Fi LAN interface. You can enable or disable the Wi-Fi LAN interface, hide the
network from active scans, set the Wi-Fi network name (also known as SSID) and restrict the channel set based on country requirements.
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1. Inthe left navigation bar, click Wireless > Basic. The following page appears.

SMART/RG’

terward thinkang

wireless -- Basic
This page allows you to configure basic featunes of the wireless LAN interface. You can enable
or disable the wireless LAN interface, hide the network from active scars, set the wireless

metwark name (&l known as $510) and restrict the chasane] 351 based on COUNErY requirements.
Click “Apply/Sawe™ to configure the basic wireless options.

# Enable WiFi Button

Enable Wirelesy
Enabie Wireless Hotspot2.0 [WPAL & required!]
Hide Access Point

Logeut

Cleents lsolation
Disable WM Adveriise
Enable Wireless Multhoast Forwanding [WhF)
S50: raniSdd
BSSID: 00c 13 6A: 50 B0AR
Country: LBITED STATES z
Max Clients: [

Wireless - Guest/Virtual Acoess Podnts:

Drisable
Erabled 5510 mmmﬁ'}ﬂ' e | ey
o [wpail] uan WA
s . wpazy [ [N
Coamid & [wl}i:“ L | Hik

ApoiE kv

2. Modify the settings as desired, using the information provided in the table below. The table at the bottom of the page lists the
guest/virtual access points defined for your gateway. If desired, you can define up to three virtual access points for guest use.
3. Click Apply/Save to commit your settings.

The fields on this page are explained in the following table.

Field Name Description ‘

Enable Wi Fi Button (Not applicable to the SR350n model) Click to enable the gateway's Wi-Fi

" button.

Enable Wireless Hotspot2.0 Click to enable wireless Hotspot2.0. (WPA2 is required!)
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Field Name Description ‘

‘ Hotspot 2.0 is focused on enabling a mobile device to automatically dis-
: cover Wi-Fi access points that have a roaming arrangement with the user's
- home network and then connect securely.

Hide Access Point - Click to hide the access point SSID from end users.
Client Isolation - Click to prevent LAN client devices from communicating with one another

* on the wireless network.

Disable WMM Advertise Click to stop the wireless from advertising Wireless Multimedia (WMM)
functionality. WMM provides basic Quality of Service (QOS) for applic-
- ations.

Enable Wireless Multicast  : Click to enable Wireless Multicast Forwarding (WMF). Multicast traffic is for-

Forwarding warded across wireless clients.

so EmerthewissD.

Bss0 Enter the Basic Service Set Identifer (SID) o provide the MAC address
+ assigned to the wireless router.

Contry Selectthe country n which the gateway is deployed.

Country RegRev ' (Available on SR515ac models only) Enter the revision number of the reg-

- ulations being followed for the selected country. The default is 0.

Max Clients - Enter the maximum number of clients that can access the route wirelessly.
f Options are 1-16.

Enabled Click to enable a virtual wireless access point for guest access.

so Emeryourwielesssso.
Hidden Clcktohide the $5ID from being broadcast publicty.
olate Clients  Clck to prevent client PCs from communicating with one ancther.

Disable WMM Advertise Click to stop the wireless from advertising Wireless Multimedia (WMM)
: functionality.

Enable WMF Click to enable Wireless Multicast Forwarding (WMF).
Enable HSPOT Click to enable wireless Hotspot2.0
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Field Name Description

BSSID : Displays the Basic Service Set Identifier or N/A.

Security

On this page, you can configure security features of the wireless LAN interface, either manually or via Wi-Fi Protected Setup (WPS).

Note: When WPS is enabled, the STA PIN and Authorized MAC fields appear. If both of these fields are empty, PBC becomes the
default value. If Hide Access Point is enabled or the MAC filter list is empty with "Allow" chosen WPS2 will be disabled.

1. In the left navigation bar, click Wireless > Security. The following page appears.

Note: For SR515ac models, go to the Wireless > 2.4 Ghz Band or 5 Ghz Band pages.

SMART/RG

forward think ing

Wirsless — Security

This page allows you to configure security features of the wireless LAN interface.
You may setup configuration manually
OR

throwgh WiF| Protcted Setup{WPs)
Mote: When both 5TA PIM and Authorized MAC are empty, PEC i utad, If Hide
Access Point enabled or Mac filter ist & empty with “allow” chosen, WPSZ will be
disabled
WPS Setup

Enable WPS Enabled

Add CHent (This feature is avaflable only when WPA-PSK[WPS1 |, WPAZ PSE or
OPEH mode s configured)

JEnter STA PIN ) Use AP PIN A Eromiias

Set WS AP Mode Condigured

Setup AP (Configure all security settings with an external registar)

Device PiN Narees Help

P . W A, e i,

2. Modify the settings as needed, using the information provided in the field description table.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Enable WPS Select to enable Wi-Fi Protected Setup. Options are: Enabled and Disabled.
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Field Name Description ‘

Add Client : (Not applicable for SR515ac models) Select the method for generating the WPS PIN. Options
: are: Enter STA PIN and Use AP PIN.

To add an enrollee station, click Add Enrollee.

Note: If the PIN and Set Authorized Station MAC fields are left blank, the PBC (push-but-
- ton) mode is automatically made active.

Set Authorized Sta-: (Not applicable for SR515ac models) When manually pairing via WPS, enter the MAC address
tion MAC of the client device you are trying to connect.

Set WPS AP Mode : Select how security is assigned to clients.

« Configured: The gateway assigns security settings to clients.

» Unconfigured: An external client assigns security settings to the gateway.

Network Authentic- Select the desired network security authentication type. Options are: Open, Shared, 802.1X,
ation éWPA, WPA-PSK, WPA2, WPA2-PSK, Mixed WPA2/WPA, and Mixed WPA2/WPA-PSK.

The fields shown in the Manual Setup AP section of the page vary based on the network authentication method that you select. The vari-
ations are explained in the following sections:

« "Open and Shared Network Authentication”

o "802.1X Network Authentication”

o "WPA Network Authentication"

o "WPA-PSK Network Authentication"

o "WPA2 and Mixed WPA2/WPA Network Authentication"

o "WPA2-PSK and Mixed WPA2/WPA-PSK Network Authentication”

Open and Shared Network Authentication

The same configuration fields apply for both Open and Shared authentication types. However, WPS may not be used with the Shared
method.

1. On the Wireless > Security page, select Open or Shared in the Network Authentication field. The following fields appear.
Note: For SR515ac models, go to the Wireless > 2.4 Ghz Band or 5 Ghz Band pages.
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Manual Setup AP

You can set the network authenticatbon method, selecting data encryption,
specify whether a network key & reguired to authenticate to this wireless
netwark and specify the encryption strength.

Click “Apply/Save” when done,

Select 5510: SMARTRC &

Metwork Authentication: Cipen

WEP Encryption: _Unabled
Encryption Strength; L28-bin !
Current Hetwork Ky 1
Metwark Key 10 e A Wircra
Metwork Key 1 fll)
Metwark Key 3: il
Hetwoark ey 4: s}

Enter 13 ASCH characters or 26 hexadecimal digits
for 128-bit encryption keys

Enter 5 ASCH characters or 10 hexadecimal digits for
&4-bit encryption keys

2. Fillin the fields, using the information in the field description table below.
3. Click Apply/Save to save the settings.

The fields on this page are explained in the following table.

Field Name Description

Select SSID Select the SSID of the wireless network to which this security configuration will apply.

Encryption - (Appears when WEP Encryptionis set to Enabled) Select the length of the encryption method.
Strength : Options are 128-bit and 64-bit. 128-bit is the more robust option for security.

Current Network (Appears when WEP Encryptionis set to Enabled) Select which of the four keys is presently in
Key : effect.

Network Key 1-4 (Appears when WEP Encryptionis set to Enabled) Enter up to four encryption keys using the
 on-screen instructions to achieve the desired security strength (128-bit or 64-bit).

802.1X Network Authentication

1. On the Wireless > Security page, select 802.1X in the Network Authentication field. The fields shown below appear.

Note: For SR515ac models, go to the Wireless > 2.4 Ghz Band or 5 Ghz Band pages.
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Manual Setup AP

You can set the nétwork authentication method, selecting data encryption,
specify whether a network key & required o authenticate to this wireless
network and specify the encryption strength,

Click “Apply/Save” when done,

Select 551Dy SMARTRG
Hetwork Autheaticstien: | B02.ax :
RADIUS Server IP Address:  oaoe

RADIUS Port: T
RADIUS Key: )

WEP Encryption: Enabled ¢
Encryption Strength L28-bit_*
Current Metwork Key: ¥

Hetwiark Key 1: et ARG Wirwiaa
Metwark Key 2: il

Metwork Key 3: e

HEtwork Key 4: =l

Enter 13 ASCIE characters or 26 hexadecimal digits
for 128-bit encryption keyl

Enter 5 ASCH characters or 10 hexadecimal digits for
&4-bit encryption keys

2. Fillin the fields, using the information in the field description table below.
3. Click Apply/Save to save the settings.

The fields on this page are explained in the following table.

Field Name Description ‘

RADIUS Server IP : Enter the IP address of the RADIUS (Remote Authentication Dial In User Service) server asso-

address ciated with your network.

RADIUS Port - Enter the port number for the RADIUS server. Port 1812 is the current standard for RADIUS
authentication per the IETF RFC 2865. Older servers may use port 1645. Options are 1-
 65535.

RADIUS Key - (Optional) Enter the encryption key (if required) needed to authenticate to the specified

' RADIUS Server.

Encryption : (Appears when WEP Encryption s set to Enabled) Select the length of the encryption method.
Strength Options are 128-bit and 64-bit. 128-bit is the more robust option for security.

Current Network (Appears when WEP Encryptionis set to Enabled) Select which of the four keys is presently in
Key : effect.
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Field Name Description

Network Key 1-4 : (Appears when WEP Encryptionis set to Enabled) Enter up to four encryption keys using the
on-screen instructions to achieve the desired security strength (128-bit or 64-bit).

WPA Network Authentication

WPA authentication requires the same set of parameters as the 802.1X authentication method plus two additional parameters: WPA
Group Rekey Interval and WEP Encryption.

Note: This option is not available on SR515ac models.

1. On the Wireless > Security page, select WPA in the Network Authentication field. The fields shown below appear.

g

.
Manual Setup AP

" T e W — — - —ry
- - - C ¥ W -

You can set the network authentication method, selecting data encryption,
specily whether a network key is required to authenticate to this wireless
network and specify the encryption strength,

Click “Apply/Save” when done.

Select 55400 SMARTRG ¢
Hetwork Authentication: WA

WA Group Rekey fnterval: o
RADIUS Server IP Acdress:  n.aon

RADIUS Port: iz

RADIUS Kry:

WPA Encryption: AL )

WEP Encryplion: Diizabied 2
Apsply LE

2. Fillin the fields, using the information in the field description table below and in "802.7X Network Authentication".
3. Click Apply/Save to save the settings.

The fields on this page are explained in the following table.

Field Name Description ‘

WPA Group Rekey : The frequency at which the gateway automatically updates the group key and sends it to con-
Interval nected LAN client devices. Options are: 1- 65535 seconds.

WPA/WAPI Encryp- Select the encryption standard. This field displays the option most compatible with the selec-
tion ted network authentication method. Options are:

o AES: Advanced Encryption Standard.
o TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol).

WPA-PSK Network Authentication
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Note: This option is not available on SR515ac models.

1. On the Wireless > Security page, select WPA2-PSK in the Network Authentication field. The following fields appear.
Manual Setup AP

Youi can set the network suthentication method, selecting data encryption,
specify whether a network ey 15 required to authenticate 0o this wingless
metwork and specify the encryption strength,

Click “Apply/5ave” when dane.

Select 580

MHefwaork Authentication:

WA passphrase;

Click here 1o display
Use base MAC address as WPA passphrase

WPA Group Rekey Interval: o

WPA Encryption: AES
WEFP Encryption: Disabind
Ay (hav

2. Fillin the fields, using the information in the field description table below.
3. Click Apply/Save to save the settings.

The fields on this page are explained in the following table.

Field Name Description

Select SSID Select the SSID of the wireless network to which this security configuration will apply.

Use base MAC address as : Select whether to allow the base MAC address to be substituted for the password (in lieu of manually
WAP/WAPI Passphrase entering a password). When this box is checked, the WPA/WAPI passphrase field is ignored.

WPA Group Rekey Interval: The frequency at which the gateway automatically updates the group key and sends it to connected LAN
client devices. Options are: 1- 65535 seconds.

WPA/WAPI Encryption : Select the encryption standard. This field displays the option most compatible with the selected network
authentication method. Options are:
o AES: Advanced Encryption Standard.
o TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol).

Encryption Strength : (Appears when WEP Encryptionis set to Enabled) Select the length of the encryption method. Options are
128-bit and 64-bit. 128-bit is the more robust option for security.
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Field Name Description
Current Network Key : (Appears when WEP Encryptionis set to Enabled) Select which of the four keys is presently in effect.
Network Key 1-4 : (Appears when WEP Encryptionis set to Enabled) Enter up to four encryption keys using the on-screen

“instructions to achieve the desired security strength (128-bit or 64-bit).

WPA2 and Mixed WPA2/WPA Network Authentication
The same configuration fields apply for both WPA2 and Mixed WPA2/WPA authentication methods.

1. On the Wireless > Security page, select WPA2 or Mixed WPA2/WPA in the Network Authentication field. The following fields
appear.

Note: For SR515ac models, go to the Wireless > 2.4 Ghz Band or 5 Ghz Band> pages.

P
W et g - " ¥

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specily whether a network key 15 required to authenticate Lo this wingless
netwark and specify the encryption strength.

Click “Apply/Save” when dane.

Select 5540: SMARTRG
Metwork Authentication: | wia2 1)

WPAZ Preauthentication: | Disabled :
Hetwork Re-auth interval: Rl
WP Group Rekey Interval: o

RADIUS Server IP Address: 0000

RADIUS Port: L

RADIUS Ky

'WPA Encryption: -

WEP Encryption: Diisablied 2
Aoy haw

2. Fillin the fields, using the information in the field description table below.
3. Click Apply/Save to save the settings.

The fields on this page are explained in the following table.

Field Name Description ‘
Select SSID Select the SSID of the wireless network to which this security configuration will apply.
Protected Man- ' (Available for SR515ac models only) Select whether to enable this option. Options are
agement Frames + Enabled and Disabled. The default is Disabled,

WPA2 Preau- Select whether clients can pre-authenticate with the gateway while still connected to
thentication : another AP. Options are Enabled and Disabled.
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Field Name Description ‘

Network Re-Auth Inter-' Enter the interval at which the client must re-authenticate with the gateway. Options
val : are: 0-2,147,483, and 647 seconds.

WPA Group Rekey The frequency at which the gateway automatically updates the group key and sends it

Interval  to connected LAN client devices. Options are: 1- 65535 seconds.

RADIUS Server IP - Enter the IP address of the RADIUS (Remote Authentication Dial In User Service)
address  server associated with your network.

RADIUS Port - Enter the port number for the RADIUS server. Port 1812 is the current standard for

RADIUS authentication per the IETF RFC 2865. Older servers may use port 1645.
: Options are 1- 65535.

RADIUS Key (Optional) Enter the encryption key (if required) needed to authenticate to the spe-
. cified RADIUS Server.

WPA/WAPI Encryption Select the encryption standard. This field displays the option most compatible with the
selected network authentication method. Options are:

o AES: Advanced Encryption Standard.
o TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol).

Encryption Strength ' (Appears when WEP Encryptionis set to Enabled) Select the length of the encryption
method. Options are 128-bit and 64-bit. 128-bit is the more robust option for security.

Current Network Key (Appears when WEP Encryptionis set to Enabled) Select which of the four keys is
presently in effect.

Network Key 1-4 : (Appears when WEP Encryption s set to Enabled) Enter up to four encryption keys
using the on-screen instructions to achieve the desired security strength (128-bit or 64-
- bit).

WPA2-PSK and Mixed WPA2/WPA-PSK Network Authentication
The same configuration fields apply for both WPA2-PSK and Mixed WPA2/WPA-PSK authentication methods.

1. On the Wireless > Security page, select WPA2-PSK or Mixed WPA2/WPA-PSK in the Network Authentication field. The fields
shown below appear.

Note: For SR515ac models, go to the Wireless > 2.4 Ghz Band or 5 Ghz Band pages.
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L T e = e i b | N e ok
Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a nebwork key 15 required to authenticate 1o this wineless

metwork and specify the encryption strength.,
Click “Apply/Save” when dane.

Select 550 SMARTRG &
Metwork Authentication: [whaz e ¢
WA passphrace: Click here to display

Use base MAC address as WPA passphrase

WA Group Rekey Interval: o

WPA Encryption; AES
WEF Encryption: Dhigabigd
Ay (R

2. Fillin the fields, using the information in the field description table below.
3. Click Apply/Save to save the settings.

The fields on this page are explained in the following table.

Field Name Description

Select SSID Select the SSID of the wireless network to which this security configuration will apply.

Protected Management : (Available for SR515ac models only) Select whether to enable this option. Options are Enabled and
Frames : Disabled. The default is Disabled.

Use base MAC address as Select whether to allow the base MAC address to be substituted for the password (in lieu of manually
WAP/WAPI Passphrase  : entering a password). When this box is checked, the WPA/WAPI passphrase field is ignored.

WPA Group Rekey Interval: The frequency at which the gateway automatically updates the group key and sends it to connected LAN
. client devices. Options are: 1- 65535 seconds.

WPA/WAPI Encryption Select the encryption standard. This field displays the option most compatible with the selected network
 authentication method. Options are:

o AES: Advanced Encryption Standard.
o TKIP+AES: AES combined with TKIP (Temporary Key Integrity Protocol).

Encryption Strength (Appears when WEP Encryptionis set to Enabled) Select the length of the encryption method. Options are
:128-bit and 64-bit. 128-bit is the more robust option for security.

Current Network Key (Appears when WEP Encryptionis set to Enabled) Select which of the four keys is presently in effect.
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Field Name Description

Network Key 1-4 : (Appears when WEP Encryptionis set to Enabled) Enter up to four encryption keys using the on-screen

instructions to achieve the desired security strength (128-bit or 64-bit).

MAC Filter

MAC Filtering refers to an access control methodology whereby the 48-bit address assigned to each LAN host NIC is used to determine
access to the network. It is also known as Layer 2 address filtering.

1. In the left navigation bar, click Wireless > MAC Filter. The following page appears.

SMART/RG’

forward thinking

Wireless - MAC Filter

Select 551D; | SMARTRC =

gmct - ‘ Hote: If ‘allow’ ts choosed and mac
Wireless Bricge ke Disabled Allow Deny filter i empty, WPS will be disabled
Advanced
Station Info
——
Management

Logout

‘Wireless -~ MAC Filter

Enter the MAC address and click “Apply/Save” to add
thi MAL sddress 1o the wireless MAC address filters,

MAC Address:

[y, T

2. Select an SSID to which this MAC filter rule should apply.

3. Inthe MAC Restrict Mode field, select whether to apply MAC filtering. Options are:

« Disabled: MAC filtering is off.
o Allow: For specified MAC address, access is permitted.
o Deny: Access for the specified MAC address is rejected.
4. Toadd a MAC address to the filter list:
a. Click Add.
b. Enter the MAC address.

c. Click Apply/Save.
You are returned to the main MAC filtering page.
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5. Click Apply/Save to commit your changes.

Wireless Bridge

On this page, you can configure the wireless bridge features of the wireless LAN interface. Wireless Bridge is also known as Wireless
Distribution System.

1. Inthe left navigation bar, click Wireless > Wireless Bridge. The following page appears.
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Device Info Wireless -- Bridge
A cad S This page allows you to configure wireless bridge features of the wireless LAN
Wireless interface. You can select Wireless Bridge (also known as Wireless Distribution
Basic System) to disable access point functionality. Selecting Access Point enables
Security access point functionality. Wireless bridge functionality will still be available and
MAC Filter wireless stations will be able to associate to the AP. Select Disabled in Bridge
. n Restrict which disables wireless bridge restriction. Any wireless bridge will be
granted access. Selecting Enabled or Enabled(Scan) enables wireless bridge
Advanced restriction. Only those bridges selected in Remote Bridges will be granted access.
Station Info Click "Refresh” to update the remote bridges. Wait for few seconds to update.
Diagnostics Click "Apply/Save” to configure the wireless bridge options.

Access Point

Management
. Vv Wireless Bridge

Bridge Restrict: Enabled 5
Remote Bridges MAC Address:

[ Refresh | [Apply/Save |

2. Modify the settings as needed, using the information in the field description table.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

AP Mode Select whether to enable or disable access point (AP) functionality. Options are:

« Wireless Bridge: Disables AP functionality.

o Access Point: Enables AP functionality. Wireless bridge functionality is still available
: and wireless stations can associate to the AP.

Bridge Restrict (Optional) Select to enable or disable wireless bridge restriction. Options are:

« Enabled or Enabled(Scan): Enables wireless bridge restriction. Only bridges specified in
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the Remote Bridge MAC Address field are granted access. Click Refresh to update the
station list. The list takes a few seconds to update.

« Disabled: Disables wireless bridge restriction. Any wireless bridge is granted access.

Remote Bridge Enter the MAC address(es) of the remote bridges to be allowed access.
MAC Address

Advanced

On this page, you can configure the advanced features of the wireless LAN interface. You can select a particular channel on which to
operate, force the transmission rate to a desired speed, set the fragmentation threshold, the RTS threshold, the wakeup interval for cli-
ents in power-save mode, and more.

1. Inthe left navigation bar, click Wireless > Advanced. The following page appears.
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Wirehess - Advanced

Thin parge allows you 1o cordigure advanced fedtunes of the wireless LN inferfaoe, You Can select &
particular channel on which to optrate, force the tranemission rate to a particular speed, sl the
fragmenitation threshald, set the BTS thredhobd, sot the walkeup interval for ciients in power -t
mode, B8t thee beacon interval for the acoess point, set KPress mode and st whether short of long
priambles are 1sed.

Click “Appiy/ Sove” (o Conligiee the advanced wireless options.

Band: TAGRE T

Charsmed: i Current: 1 nterference: acoeptable)
Ao Channed Timer{min) &

BOL 1 In/EWC: st i

Bandwidth: ouHE : Current:s 20Nz

Cornrol Ssdeband: marer Current: NSA

B0 110 Rate: = 3

S0, 110 Protoction: aany
Support 802,17 Client T
Only:

RIFS Adwvertitamant: dra

DB5S Coechtence:

R Chain Power Save: Poreer Save status Full Power
R Chain Power Save Quiet

Thrres::

RX Chaln Pawinr Saver FPS

S43™ Rate: Mgy
Mudticnst Rute: Aoby 1
Basic Rate: Dafacit
Fragmentation Threshold: e

RTS Threshold: amr

DT bnterval: L

Beacon Ingerval: w0

Glabal Max Clients: ]
EPress™ Tedhaoiogy: | rubied
Transmit Power; 100W &

VEMWADH-FI Miltimetial | abiea &
WIAM NO Acknow sigemesl:  Diakied 1

WM APED [T
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2. Modify the fields as needed, using the information in the field description table.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Band Pre-set at 2.4 GHz for compatibility with IEEE 802.11x standards.

Channel : Select the Wi-Fi channel you want to use. Options are Auto and 1 - 11. It is recom-
mended to use only non-overlapping channels which are: 1, 6 and 11.

Auto Channel Timer  : Enter the frequency (in minutes) at which the gateway scans channels for inter-
(min) ference. If a threshold of inference is detected, a new channel will be selected auto-
- matically. Options are: 0 - 65535 minutes.

..............................................................................................................

802.11n/EWC Select whether to enable this standard. Options are Auto and Disabled. For detailed
 information about this standard, refer to IEEE 802.11n Draft 2.0.

Note: For SR515ac models, this field is labeled 802.11n.

Bandwidth Select the operating bandwidth. Options are:

o 20MHz: This option utilizes only one 20MHz band.

o 40MHz: This option provides better throughput by taking advantage of two,
adjacent 20MHz bands.

Control Sideband (Applies only to 40 MHz, 802.11n operation) The control sideband is the 20 MHz chan-
" nel on which the network is advertised, where client devices will find beacons.
: Options are:
o Lower: The additional 20 MHz of bandwidth for data will be positioned above
the control channel.

« Upper: The additional 20 MHz of bandwidth for data will be positioned below
the control channel. Also, selecting this option changes the channel choices

displayed.
802.11In rate Select the desired physical transmission rate.
802.11n protection : Selects whether to enable 802.11n and legacy clients to both work effectively on the

 network. Options are:

o Auto: Provides maximum security but there is a noticeable impact on
throughput. With this option, RTS/CTS behavior permits legacy clients to
become aware of 802.11n transmit times, but decreases overall throughput
of the system.

« Off: Provides better throughput.
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Support 802.11n client : Select whether to restrict 802.11b/g clients from accessing the gateway. Options are
only On and Off.

RIFS Advertisement : Reduced Inter-Frame Space (RIFS). Improves performance by reducing dead time
 required between OFDM transmissions. Options are Auto and Off.

Recommended primarily for "greenfield" deployments that include only 802.11n cli-
. ents, and no legacy clients.

OBSS Coexistence - Coexistence of Overlapping Basic Service Sets (OBSS) prevents overlapping in the
: 20 MHz and 40 MHz frequencies. Options are:

« Enable: The gateway automatically reverts to 20 MHz channel bandwidth
when another WiFi network within 2 channels of its own channel is detected
or when a client device with its 40 MHz Intolerant bit set is detected.

« Disable: The gateway advertises and operates in 40 MHz mode regardless of
what other networks are configured nearby.

RX power chainsave : Select whether to turn on power-save mode. Options are Enable and Disable.

Note: Before setting this parameter, set 802.11n/EWC to Auto.

RX power chain save Sets the delay time (in seconds) between when system activity ceases and power-
quiet time . save mode engages. Options are: 0 - 2147483647 seconds.

: Note: Before setting this parameter, set 802.11n/EWC to Auto and to Enable.

RX power chainsave : Sets a throughput threshold (in seconds) for when the router engages power-save
PPS : mode after the quiet time seconds have elapsed. Options are: 0 - 2147483647 pack-
‘ ets per second.

: Note: Before setting this parameter, set 802.11n/EWC to Auto and to Enable.

54g™ rate (Optional) Select a fixed data rate if desired. Options are Auto, 1 Mbps, 2 Mbps, 5.5
: Mbps, and 11 Mbps.

The Auto setting uses 11 Mbps when possible but drops (based on signal strength)
when necessary.

Basic Rate Frag- Enter the size at which packets will be fragmented into smaller units. The primary
mentation Threshold consideration for this setting is the size/capability of the circuit. Options are 256 -
: 2346 bytes. The default is 2346 bytes.
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A high packet error rate is an indication that a slightly increased fragmentation
threshold is needed. When possible, the default value of 2346 bytes should be main-
‘ tained. Poor throughput is a likely result of setting this threshold too low.

RTS Threshold Enter the RTS (Request to Send) packet size beyond which the WLAN client hardware
invokes its RTS/CTS mechanism. Smaller packets will otherwise be sent not using
' RTS/CTS. Options are 256 - 2347 bytes. The default is 2347 (disabled).

DTIM Interval Enter the Delivery Traffic Indication Message (DTIM or Beacon rate) countdown vari-
able used to indicate when the next window is available to client devices for listening
- to buffered broadcast and multicast messages. Options are 1and 65535. The default
is 1.

Beacon Interval Enter the time interval (in milliseconds) between beacon transmissions. Beacon trans-
- missions make known the presence of an access point and convey to wireless NICs
when to awake from power save mode to check for buffered frames at the access
: point. Options are 1and 65535 ms. The default is 100 ms.

........................ bttt m il
Global Max Clients - Enter the maximum number of client devices that can connect to the router. Options
‘are 1- 255.
Xpress™ Technology  : Select whether to enable Xpress Technology. This technology is compliant with draft
. specifications of two planned wireless industry standards. Options are Enabled and

: Disabled.
Regulatory Mode (Available for SR515ac models only) Select whether to enable support for 802.11h or
+ 802.11d regulations. The default is Disabled,
Pre-Network Radar : (Available for SR515ac models only) The radar check parameter setting for traffic try-
Check " ing to access your gateway from outside the network.. The displayed value is -1.
In-Network Radar ' (Available for SR515ac models only) The radar check setting for traffic trying to access
Check - your gateway from inside your network. The displayed value is -1.
TPC Mitigation(db) . (Available for SR515ac models only) The TPC mitigation value in db. The default is O
(off).
Transmit Power Enter the desired output power (by percentage).
WMM (Wi-Fi Mul- Select whether to enable this technology. It allows multimedia services (audio, video
timedia) - and voice packets) to get higher priority for transmission. Options are Auto, Enabled,

:and Disabled.

WMM No Acknow- : Select whether acknowledgements are sent (applied at the MAC level). Enabling this
ledgement  option allows better throughput but, in a noisy RF environment, higher error rates

: may result. Options are Enabled and Disabled.
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WMM APSD : Select whether to enable Automatic Power Save Delivery, a power consumption sav-
ing feature. Options are Enabled and Disabled.

Beamforming Trans-  : (Available for SR515ac models only) Select to concentrate the transmission signal at

mission (BFR) : the gateway location. This results in a better signal and potentially better throughput.
. Options are Enabled and Disabled,

Beamforming Recep- : (Available for SR515ac models only) Select to concentrate the transmission signal at
tion (BFE)  the gateway location. Options are Enabled and Disabled,

Station Info

On this page, you can view authenticated wireless stations and their status.
In the left navigation bar, select Wireless > Station Info. The following page appears.

Click Refresh to update the information.
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Device Info Wireless -- Authenticated Stations
Advanced Setup
Wireless
Basic
Security

This page shows authenticated wireless stations and their status.

Associated Authorized SSID Interface

MAC Filter E4:8B:7F:52:EF:61 Yes SMARTRG wl0
Wireless Bridge
Advanced =

Nl Diagnostics AR Aot i m

DIAGNOSTICS

in this section, you can run line performance tests. Three legs of the data path are included in the available tests: LAN connectivity, DSL
connectivity and Internet connectivity tests.

You can also ping a host or trace a connection.

Diagnostics

On this page, you can view information about your DSL connection.
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In the left navigation bar, click Diagnostics > Diagnostics and then click Test at the bottom of the page. The normal test method is ini-
tiated, utilizing OAM F5 loopback cells.

The table is updated with fresh diagnostic information about connection integrity. To learn more about what is being tested and what
actions to take in the event that a particular test should fail, click the Help link at the far right of each line item.

To test at the VP level in lieu of at an individual VC connection, click Test With OAM F4.

Note: For SR515ac models, status is shown for both wireless bands in the Test your Wireless Connection row.

SMART/RG’ s3soN
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Fault Management

On this page, you can view diagnostics regarding your VDSL PTM or Ethernet WAN connection. Fault Management is compliant with
IEEE 802.1ag for Connectivity Fault Management.

Note: This option is not available for SR515ac models.
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1. Inthe left navigation bar, click Diagnostics > Fault Management. The following page appears.
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801, 1ag Connectivity Fault Management
This diagrostic is only used for VOSL PTM mode,

saintenance Domalin (0] 7z
Level:

Bestination MAC Address:
BO2. 10 VLAM ID: [(-40%5) o
Trace Route to Host

i

Loget

Test the connection ta another Maintenance End Point (MEF)

Loophack Mescage (M) [N

Find Maintenance End Points (MEP)

Linkiraoe Messape (LTM):

Rt MO Ll | | B sk | | T L

2. Inthe Maintenance Domain (MD) Level field, select the domain level that you want to view and then click Set MD Level. Main-
tenance Domains are management spaces on a network, typically owned and operated by a single entity. MDs are configured
with names and levels and a hierarchical relationship exists between domains based on levels. Options are 0 - 7. The larger the
domain, the higher the value you should select.

3. Enter the Destination MAC Address .
Enter any applicable 802.1Q VLAN IDs. Options are 0 - 4095.

Ethernet OAM

On this page, you can view diagnostics regarding your VDSL PTM or Ethernet WAN connection. Fault Management is compliant with
IEEE 802.1ag for Connectivity Fault Management.

Note: This feature is available only for SR515ac models.
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1. Inthe left navigation bar, click Diagnostics > Ethernet OAM. The following page appears.
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Ethernet Link OAM (802.3ah)
ranced Setup [] Enabled

Wireless
Diagnostics Ethernet Service OAM (B02.1ag / Y.1731)
Diagnostics E] Enabled @ 802.1ag D Y1731
Ethernet OAM | apptyiSave
Ping Host
Trace Route to Host

Managemenk

Logout

2. Modify the fields as needed, using the information in the table below.
3. Click Apply/Save to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Ethernet Link OAM (802.3ah) section

Ethernet Link OAM Click the Enabled checkbox to set options for this protocol. Additional fields appear.

(802.3ah)

WAN Interface Selectthe WAN interface thatyou want tested.
oaMp Enter the ID of this OAM configuration. Orly positive numbers are llowed..
Auofvent Select whether o create eventlog entries automaticaly.

...............................................................................................................

Ethernet Service : Click the Enabled checkbox and then click 802.1ag or Y.1731 to set options for this pro-

OAM : tocol. Additional fields appear.

(802.1ag/Y.1731)

WAN Interface Select the WAN interface that you want tested.

MD Level ' (Appears for the 802.7ag option only) Select the domain level for this maintenance

- domain. Options are 0 - 7. The larger the domain, the higher the value you should select.
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MD Name : (Appears for the 802.1ag option only) Enter the name of the maintenance domain, e.g.,

: Broadcom.
MAD | (Appears for the 802.1ag option only) Enter the MAID, e.g., BRCM.
MEG level | (Appears for the Y.1731 option only) Enter the MEG level for this service.
MEGID | (Appears for the Y.1731 option only) Enter the MEG ID for this service.
local MEPID 'Enter the ID of the local MEP. Options are 1-8191,

Local MEP VLAN ID : Enter the ID of the VLAN for the local MEP. Options are 1- 4094, The default is -1 (no
! VLAN tag).

...............................................................................................................

Linktrace TTL : Enter the maximum number of hops allowed. Optinons are 1- 233. The default is -1 (no
- hop limit).

Linktrace Result ‘ The results of the linktrace test.

Ping
On this page you can ping a server by host name or IP address.

1. Inthe left navigation menu, click Diagnostics Tools > Ping. The following page appears.
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2. Enter the host name or IP address.
3. Click Submit. The details of the ping appear on the page.

Trace Route to Host
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On this page, you can use the Trace Route utility to trace a connection.

1. In the left navigation menu, click Diagnostics Tools > Trace Route to Host. The following page appears.
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Trace Route to Host

Enter the I address of the devce that you with to trace. The results will take a few moments {up to 15
wcords) L0 AppaT,

Targat Host &ddross: Tancn ot ba et
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2. Enter the host name or IP address that you want to trace.
3. Click Submit (or for the SR515ac, click Trace Route to Host). The details of the trace appear on the page.

Management

In this section, you can manage configuration files, access control, management server configurations, SNMP Agent settings, and work
with event logs.

Settings
In this section, you can back up the current settings, restore saved settings, or reset the gateway to default settings.

Backup

You can back up the current settings for your gateway to a file stored on your computer.
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1. Inthe left navigation bar, click Management > Settings > Backup. The following page appears.
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Device Info Settings -- Backup

Advanced Setup
Backup Running Broadband Router Settings. You may

Wireless
save your router running settings to a file on your PC.
Diagnostics
Management
Settings

Bachu Runnng Seltingi

B“ i0

Update

Restore Default
System Log
Security Log

Backup Default Broadband Router Settings. You may
save your router default settings to a file on your PC.

Backup Deliuk Seregs

T R TOT S =

2. Tosave a backup file of the currently running settings to a local drive, click Backup Running Settings. The open/save dialog box
appears. Click OK. The backupsettings.conf file is created in your default download location.

3. Tosave a backup file of the default settings to a local drive, click Backup Default Settings. The open/save dialog box appears.
Click OK. The backupdefaultsettings.conf file is created in your default download location.

Note: If you plan to create backups frequently, you may want to rename the backup files by appending dates to the filename. Other-
wise, every new backup file overwrites the existing backup file.

Update
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On this page, you can restore previously backed-up gateway settings. Both Current and Default settings can be managed here.

1. In the left navigation bar, click Management > Settings > Update. The following page appears.

forward thinking

Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
Backup

Restore Default

System Log
Security Log

SNMP Agent
Management Server

Internet Time

SMART/RG’ SR552n

Settings -- Update

Update Running Broadband Router Settings. You may update
your router running settings using your saved files.

Settings File Name: No file selected.
Update Running Settings

Update Default Broadband Router Settings. You may update
your router default settings using your saved files.

Settings File Name: Ho file selected.
Update Default Settings

2. Click the Browse button for the type of setting you wish to restore.
3. Locate the desired .conf file on your local system and click Open.

4. Click the appropriate Update button.
The gateway reboots when the update has completed.

Restore Default
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On this page, you can reset the gateway to its default settings which can be the factory defaults or defaults that you customized and
stored. For details, see "Restore Default” and "Restore Default" sections above.

1. Inthe left navigation bar, click Management > Settings > Restore Default. The following page appears.
2. Click Restore Default Settings. The gateway is rebooted.
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Settings -- Restore Default

Restore Broadband Router setting to the defaults.

B-wtonk Dilassit SDagE

Settings
Backup

Update

System Log N I T S S e
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System Log

On this page you can view and configure the system log generated for your gateway.

1. Inthe left navigation bar, click Management > System Log. The following page appears.
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Forward thinking

System Log
The System Log dialog allows you 1o vies the System Log and configure Bhe Syatem Log optons.
CIRc: Wi Sylem Ling™ 05 vhise Bk SyStiem Lig,

Chich; "Configee Sysbem Log” o configure B System Log opthen.
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2. To view the contents of the system log, click View System Log. The System Log details page appears.

Swatch to tab: | 19216811/ admin/logview.cmd i
System Log
A0:00-28 dasmon e yog: caTmBl:Time Bocking: Shutting down, sig -1
ﬂn:j_ﬂ gaemoniarit  [kernel: #Eh3 (switch port: 4) Link UP 1000 mbps full duplex
ég"“D:J'S? daEmon Bre sysiog: COM:caCdmPolforMessages: unrecognized msg Ox 10000250
Jan 1 4 i sysiog: hitpd:6dd. 295:cgivatidatesessionkey: 2356 Taked session key check. Got 2135380610,
00z 10:44 expecied S58209780, age=0 max=~&00000
Jan 1 Lerr ydog: httpd: 790, 530:cgivalidatetessionkey: 23 56: Taded session key check. Got 685698293,
00=13:10 expected 1511472544, age=0 max=500000
Jan 1 .
m:]ﬁ:“ daemon crit kernel: Ling 1; xD5L G.594 training
Jan 1 = -
1802 daemon o it kernel: Ling 1: ADSL link down
st daemaon i it kernel: Ling 0 xD5L G.994 tram
00:26:14 i Ak V994 training
(et | Lo ]

3. To update the displayed entries, click Refresh.
4. To modify the system log settings:
a. Click Configure System Log. The System Log - Configuration page appears.

SMART/RG’ SRS52n

farwasd thinking

System Leg -- Configuration

I thet: bog e b5 onallid, thi system will begin 1o bog Al the selectod events. For the Log
Loval, all events absree of equal to the swelectod lovel will be logged. For the Déplay Level,
all logged evants above or egual 1o the setected Loved will bo displayed. if the sedected
made i ‘Remote’ or Both,” events will be sent 1o the spacified 1P address and LIDP port of
tha remote syslog server. If the selected mode is Local' or Both,’ events will be recordad in
Ervir ROl memory.

Seboct L dotired valued and click ‘Apply./Save’ 1o configune the Syitem |og opliond.

Lieg: " [Hsable ® Enable
Losg Lawviel: Debuiggrg -
Disgplary Lervod: Eree %
Mo Local -
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b. Modify the settings as needed.

The following table describes the options for configuration of the system log.

Action Description

Enable/Disable Select to turn logging off or on.

Logging Level Select Error unless actively troubleshooting a situation with a subscriber for which increased log detail
is required. Options are Emergency, Alert, Critical, Error, Notice, Warning, Informational, and
: Debugging. The options are listed in top-down order fThe default is Debugging.

Display Level Select Error unless actively troubleshooting a situation with a subscriber for which increased detail is
required. This field has the same options as the Logging Level field.

Mode : Controls where log events will be sent.

To send logs to the specified IP address and UDP port of a remote syslog server, select Remote or
‘Both.

To record events in the local memory of your SmartRG gateway, select Local or Both.

c. Click Apply/Save to save your changes.

Security Log

The security log contains a history of events related to sensitive access to the gateway. Logged events include:

« Password change success

« Password change failure

o Authorized login success

« Authorized login fail
 Authorized user logged out

« Security lockout added
 Security lockout removed

o Authorized resource access

» Unauthorized resource access

« Software update
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1. Inthe left navigation bar, click Management > Security Log. The following page appears.

SMART/RG’

forward thinking

Security Log

The Security Log dialog allows you to view the Security Log.
Click “View"™ to view the Security Log.

Click "Reset” to clear and reset the Security Log.

Right-click here to save Security Log to a file,

W Bevat

ol e e o e b s L N

2. Do any of the following:
« Toview the log, click View.
« To purge the log entries and start fresh, click Reset. A confirmation message appears. Click Close.

« To export the log to a local drive, click the here link in the last line of the instructions on the page. The log appears in
the browser window. You can save the page or select all of the log text, paste into a Notepad window and save the file.

SNMP Agent
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On this page, you can configure the SNMP (Simple Network Management Protocol) settings to retrieve statistics from the SNMP agent
for the gateway. You can enable or disable the SNMP agent and set parameters such as the read community, system name and trap
manager IP.

1. Inthe left navigation bar, click Management > SNMP Agent. The following page appears.

SMART/RG sssIn

Porwiand tinking

SHMP - Conliguration

Shrple Nebegrk Management Frotocod |SHAP | alicess 3 management spplication to retrieve statistics and stabn from
e SHNE spent i this device

Salmct the Setired values el click “Apply™ 10 configuny B AP optioad,
SHMP Agenl @ Disable © Enable

Rgad Comimimity e
St Comamean Ty ]

System Mame: ]
Eysiom Location:  weabested
Sysiem Contact: i fia i
Trap Manager B ©oos

2. Modify the fields as needed.
3. Click Save/Apply to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

Read Community éThe options are public and private. The default is public.

Trap Manager IP :The IP address where the trap manager is installed.

Management Server

A management server is an Auto Configuration Server (ACS) such as Cisco Prime Home which offers significant advantages in terms of
automation and productivity when managing subscriber devices in the field.

In this section, you can configure ACS settings for the TR-069 client and configure STUN server settings.

TR-069 Client
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On this page, you can configure the gateway with details about the management ACS to which this gateway will be linked.

SmartRG gateways support TR-069-based standards for remote management. The TR-069 client page is preset with default connection
parameters and generally only needs to be enabled, pointed to the ACS URL, and any required ACS credentials entered.

SmartRG products can accommodate several ACS products, including:

e Cisco Prime Home
o ClearVision

o Calix Consumer ACS

A minimum firmware level of v2.5.0.x is required.

If you need to modify the request defaults, consult the ACS manufacturer’s documentation.

1. In the left navigation bar, click Management > Management Server > TR-069 Management. The following page appears.

SMART/RG’
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Device Info TR-D69 Client -- Configuration
x‘m ¥ ‘WAM Management Protocol (TR-048%) aliows a Auto-Configuraticn Server (ACS) to
T perform auto-configuration, provision, collection, and diagnostics to this device,
Dlagnostics
Managemnent Select the desired values and click “Apply/Save” 1o configure the TR-069 client
m opiions.
System Log
Security Log Qui-Serial @MAL Serial
SHMP Agent Number
Management Server | TR-069 Client -
ST
SF Lanlg Inform interval: -
Access Control ACS URL: Pl i e i
Update Software ALS User Hame: flll_
Reboot ALCS Passward:
TR-D4% Client Part: )

Logout

WA interface used by TR-065 client: | Any Wak - ihed =

# Connection Request Authentication

Connection Request User Name: i
Connection Request Pasiwond, annan
Connection Request LRL: [null}

Appiy e | | CoRiChacady

2. Update or complete the necessary fields per the instructions from your ACS platform vendor.
3. Click Apply/Save to commit your changes.

Note: This manual does not cover the setup of your ACS. Consult the materials provided by your ACS vendor to determine the
appropriate parameters and server settings for configuring remote WAN side management via an ACS using the TR-069 Pro-

tocol.

SMARTRG INC. PROPRIETARY AND CONFIDENTIAL ALLRIGHTS RESERVED. COPYRIGHT © 2016




SMART/RG

The fields on this page are explained in the following table.

Note: Please consult with your ACS vendor for any specific connection request requirements impacted by the following settings.

Field Name Description

OUlI-Serial Select whether to use the base MAC address or the serial number of your gateway
: when connecting to the ACS. This value may display in an ACS user interface when
- looking at the device details of a particular gateway.

: (Optional) For SmartRG gateways using firmware version 2.5.0.2 and above, select
: Serial Number.

. MAC (MAC address) is the default for this field and the most typical scenario. For firm-
: ware versions prior to 2.5.0.2, MAC is the only available option.

TR-069 Client Enable or disable the TR-069 client on the CPE. You can disable the TR-069 WAN Man-
- agement Client if no ACS is employed.

Note: If you may want to add an ACS to your infrastructure in the future, it is recom-
: mended to leave this option enabled. When this feature is disabled, every gateway
deployed with this setting must be manually/locally re-configured to enable this client
1if needed later.

ACS URL from ' (Available for SR515ac models only) Click the Enabled checkbox to enable your gateway
DHCP : to obtain the ACS URL via DHCP.

Inform Interval The frequency (in seconds) with which the CPE (gateway) checks in with the ACS to
sync and exchange data. A typical production environment entails CPEs in the field
: informing to the ACS once/day or every 86,400 seconds.

ACS URL - Enter the URL for the CPE to connect to the ACS using the CPE WAN Management Pro-
 tocol. This parameter MUST be in the form of a valid HTTP or HTTPS URL. An HTTPS
URL indicates that the ACS supports SSL. The "host" portion of this URL is used by the
CPE for validating the certificate from the ACS when using certificatebased authen-
 tication.

' You can include a port specification suffix if your ACS platform requires it, e.g., http://-
: customer.acs.wanmanagmentservices.com:30005 where 30005 is the port number.
: The default port is 30005.

A minimum firmware level of v2.5.0.x is required.

ACS User Name : Enter the user name by which this gateway logs in to the ACS. The default username is
' typically admin.
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ACS Password - Enter the password to authenticate the above user name. The default password is typ-
Uically admin.

WAN Interface  : Select any WAN, LAN, Loop back or a configured connection to declare how this gate-
used by TR-069 cli- way will connect to the ACS.
ent :

4. (Optional) You can configure the modem client Connection Request mechanism used by your ACS for communication with sub-
scriber gateways.

Field Name Description ‘
Connection Request : Select this option if your ACS requires authenticated connection requests.
Authentication : Complete the additional credential fields that are exposed.

Connection Request User- Enter the user name by which this gateway authenticates the ACS. Contact
name . your ACS provider for this information.

Connection Request Pass-' Enter the password by which this gateway will authenticate to the ACS.
word : Contact your ACS provider for this information.

Connection Request URL There is typically no need to set the Connection Request URL as it is nor-
mally established automatically based on the effective WAN IP. In some
. cases, the port can be configured as needed. An example value for this
: field might be "http://xxx.xxx.xxx.xxx:30005/" where the xxx values are
specific WAN IP octet numbers.

' Note: The default port value is 30005.

This may need to be configured for interoperability with your ACS vendor.
“If so, consult with SmartRG.

5. To force the gateway to attempt to sync with the ACS, click the GetRPCMethods button. This will assist you in verifying the TR-
069 parameters entered above.

STUN Config

STUN stands for “Simple Traversal of UDP through NATs”. STUN enables a device to find out its public IP address and the type of NAT
service it is sitting behind.

STUN is most commonly used with older modems under ACS management connected via a NAT gateway. NAT accommodates a LAN-
side device that has been allocated a Private IP address such as a CPE device on a private network behind an ONT. In this instance, the
regular CWMP Connection Request mechanism to talk to the modem gateway cannot be used to initiate a session with that ACS.

A STUN server receives STUN requests and sends STUN responses. STUN servers are generally attached to the public Internet.
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On this page, when a STUN server is present within the infrastructure of the Service Provider, you can configure this gateway with the
connectivity specifics for that server.

1. Inthe left navigation bar, click Management > Management Server > STUN Config. The following page appears.

SMART/RG
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TR-069 CHent -~ STUN Configuration

Select the desired values and click “Apply” to configure the TR-0&% Client STUN
options.

& STUM Server support

STUN Server Address:

STUN Server Port: i
STUN Server User Mame:

STLM Server Pasvword:

STUN Server Maximum Keep Alhve Period: A
STUN Server Minimum Keep Alive Period: o

Bauw Agcly

2. Toview the required STUN settings, click STUN Server Support.
3. Complete each field in accordance with the implementation specifics of your server.
4. Click Save/Apply to commit your changes.

The fields on this page are explained in the following table.

Field Name Description

STUN Server : The physical STUN server’s assigned network address. An invalid address will produce an
Address immediate on-page error message from the gateway. You can enter a maximum of 256

: characters

. An ACS server may also have STUN functionality running on the same physical box. Consult
- your ACS vendor for implementation options and also TR-069 protocol documentation, if
' necessary.

STUN Server Port  : Set the port number associated with your STUN server infrastructure. Options are O -
1 64435. The default is 3478.

STUN Server User : The username by which the gateway accesses the STUN infrastructure. Maximum length is
Name 256 characters. Special characters are valid. The value will be hidden.

STUN Server Pass- : The password by which the modem authenticates the above username to the STUN infra-
word structure. Maximum length is 256 characters. Special characters are valid. The value will be
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! hidden.

STUN Server Max- :[0-Unlimited] Value is time in seconds. Default = -1 which specifies that there will be NO
imum Keep Alive  : keep-alive period maximum limit.
Period * :

STUN Server Min- : [0-Unlimited] Value is time in seconds. Default = 0 seconds.
imum Keep Alive '
Period *

* This mechanism is used in coordination with the refreshing of NAT bindings. Specifically, in conjunction with use of Restricted Cone
NAT or Port Restricted Cone NAT (as may be configured in some gateways). A device’s internal address / port mappings, which the
STUN protocol is allowed to make use of, can have keep alive values attributed. These minimum and maximum keep alive times define
respectively, the minimum time to retain the mapping information STUN has discovered, and the maximum time to retain that inform-
ation, before refreshing it through forced re-discovery.

With the above-mentioned NAT schemes, it is possible the network address translation initially established may not be used after a spe-
cified elapsed time. Such internal mapping is dropped. The gateway will then assign a different address mapping. This mechanism
within the STUN protocol allows for coordinated refresh on the bindings for mappings it uses. For further information, review STUN-
related RFCs.

Selecting appropriate values for these two fields are influenced by a variety of environmental factors including devices types deployed,
services employed and NAT configuration options enabled within the topology.

Internet Time
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On this page, you can synchronize the clock in your gateway with reliable external clocking servers available on the Internet.

1. In the left navigation bar, click Management > Internet Time. The following page appears.

SMART/RG’
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Time settings
This page allows you Lo change the modem’s time configuration.

# Automatically synchronize with internet time servers

Settings First NTP time server: | time.nislgov
Systerm Lﬂ Second NTP time terver: _'I:_?I’._E\l_l!;l:l!!
Security Log Third NTP time server: | Nome

Fourth NTP time server: | Ko
SHMP Agent Fifth NTP time server: | hone
Management Server
Time zone
Access Control offset:
Update Software
Reboot

Logout

PEAT -8 -000 Pacific Timse, Tijaans

Apesty haes

Click Automatically synchronize with Internet time server. A list of server fields and the Time Zone offset field appear.
Select servers from the list or enter your own NTP servers.
Select the desired time zone for the gateway.

A wnN

Click Apply/Save to commit your settings.

Access Control

On this page you can manage access to your gateway and network. Depending on the model, you may be able to configure passwords,
accounts, services, the logout timer, and/or access lists. Not all features are available on all models.

Accounts

On this page, you can create and manage user accounts for your gateway. Your gateway can support multiple login accounts for its on-
board user interface. Each account can be customized to grant access privileges to specific pages in the interface. This is particularly use-
ful when an ISP wishes to limit access for subscribers, yet grant full access for technical support and on-site installation personnel.

Note: This feature requires firmware v2.5.0.7 or later.

Add an Account
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2. Tosetup a new user, click Create Account. The following page appears.

SMART/RG
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Create Account
Username:/
Password: Shovw Password
— Assign Privileges
I
m;:: e Wireless
m
s Basic
Security
Statistics
HiEka MAL Filter
ARP Wireless Bridge
DHCP anced
Statson infe
Adhaanced Setup
Layer 2 interface Clagnostics
WAN Service Diagnostics
40 LTE Settings Fault Management
Ethernet Config Ping Host
e "L‘H-. A . il By B I oo ""."h- L T

3. Enter a Username and Password for the new account.
. Select the features that you want this user to access. If you select a subcategory, the subordinate boxes are also selected.
5. Click Save Account to commit your changes. The new account is created. To test the account credentials, log out of the interface
and then log back in using the new account.

Modify or Delete an Account

Note: You can NOT modify or delete the default user accounts (Admin, Support, MFG, or User) but you can disable the Support, MFG,

or User accounts.

You must be logged into the gateway as the Admin or Support user to modify or delete any accounts.

1. In the left navigation bar, click Management > Access Control > Accounts and then click, Delete/Modify Account. The
Delete/Edit Account page appears.
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Delete/Edit Account
Select an account & rest 1
Enable/Disable account: = Enable Drsable
Username; e
Password:oes Sherw Password
—Assign Privileges
Device |nf
" h!: e w Wireless
ma
: WAN ? & Basic
# Statistics @ Security
2 Route # MAL Filter
- AR # Wircless Bridge
# DHCP o Advanced
# Station Info
Advanced Setup
Layer? Interface # Diagnostics
WAN Service w Diagnostics
40 LTE Settings # Fault Management
Ethernet Config # Ping Host
LAN # Trace Route to Host
MAT
Security Management
Parential Control Settings
Quality of Servioe System Log
Routing Security Log
D3 SHMP Agent
DL Management Server
D5L Bonding nternet Time
upnp Access Control
DS Prooy Update Software
Inerface Grouping Reboot
1P Tnned
PSec Support Tools
Certificate Port Mirroring
Multicast Factory reset
Back Deleve Account
& 2012-2015 SmanRG e AN Raghts Rdard

2. In the Select an account field, select the account you wish to modify or delete.

3. Do one of the following:

a. To modify an account, check or clear the desired boxes and then click Update Account to commit your changes.
b. To delete an account, scroll to the bottom of the page and click Delete Account to remove the account.

c. Todisable or enable an account, click the Enable/Disable account buttons.
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Your changes are implemented immediately.

Default Passwords

PASSWORD

mfg : IDH7iw@ibRsPOIBa

Services
On this page, you can define a Service Control List to control which services (FTP, HTTP, Telnet, etc.) are restricted on the LAN.

1. In the left navigation bar, click Management > Access Control > Services. The following page appears.

SMART/RG
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Access Control -- Services

A Service Controd List [SCL7) i used to enable or disable network services on
the gateway.
Mote: LAN side firewall must be enabled to modify LAN SCLs.

HTTR{S} + Enable
Use encrypted HTTP{S) -~ unit will restart.
FTP < Enable
ICMP Enable
SHMP + Enable
S5H + Enable
TELNET + Enable
TFTP + Enable
S Ay

2. Modify settings as desired.
3. Click Save/Apply to commit your settings.

The fields on this page are explained in the following table.
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Services This column identifies the SCL services that can be enabled or disabled. Options are:
' FTP, HTTP, ICMP, SNMP, SSH, TELNET, and TFTP.

Use encrypted HTTP(S) Click this checkbox to implement secured HTTP.

Warning: When you click this option, the gateway reboots.

LAN Select the service enabled on LAN side firewall. Depending on configuration settings
: made elsewhere in the GUI, this column may be read-only.

Note: ICMP is an always-enabled service by default and has no checkbox.

........................ Femmeceacesccecceccescescce-sceeceeseeescemeeaeeaeeaaeemeemaeeeoeaaaemamaea.anaaan

WAN Select the service enabled on the WAN side firewall.

........................ Fommcceeceeccecceccesccsccecceeceeccssces-eaeeeeceacemeemeeeeeeaeememaemaeananaaan

WAN Port Number : The port the access control applies to on the WAN side for the given service. See
f port information below.

FTP - FTP Service access (For WAN, this is default port).
HTTP  HTTP Service access (For WAN, this is in association with specified port (default is

ICMP - ICMP Service access (For WAN, this is default port).
SNMP : SNMP Service access (For WAN, this is default port).
SSH : SSH Service access (For WAN, this is in association with specified port (default is

TELNET : TELNET Service access (For WAN, this is default port).
TFTP - TFTP Service Access (as with default port).!!! ASKSME to review contenet in par-

. entheses.

Passwords

On this page, you can create or change passwords associated with access to the gateway. Three accounts are available to manage:
Admin, Support and User.
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1. Inthe left navigation bar, click Management > Access Control > Passwords. The following page appears.

SMART/RG
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Access Contrel -- Passwords

Access to your Router i3 controlled through three user accounts: admin,
support, and wser,

The user name “admin” has unrestricted access to change and view
configuration of your Router,

The user name “support” i used to allow an ISP techaician to access your
Router for maintenance and to run dagnostics,

The user name “user” can access the Router, view configuration settings and
statistics, as well as update the routers software,

Use the fields bedow 1o enter up 10 18 characters and click “Apply/Save” 1o
change of Create passwords, Note: Password cannot contain a space,

User Narme:

Oid Passward;
M Password:
Confirm Password:

Agsity ) vt

2. Enter the information for the logged-in account.
3. Click Apply/Save to commit your settings.

The fields on this page are explained in the following table.

Field Name Description

User Name - Specifies name of account to be configured. Options are admin, support, user.

.................. Fommeceecceccecsceeccscceccesese-ceacescea-eeeceameacemaememeaeeaneaecmmeeaeaaeanmnnannan

Old Password - Enter the current password for the entered User Name.

New Password  : Enter the new password for the entered User Name. A maximum of 16 characters is allowed.

.................. Fommeceecceccecsceeccscceccesese-ceacescea-eeeceameacemaememeaeeaneaecmmeeaeaaeanmnnannan

Confirm Password: Re-enter the new password.

Access List

On this page, you can create and manage access control lists to control inbound access to specific IP addresses.

Note: This feature is available only for SR515ac models.

1. In the left navigation bar, click Management > Access Control > Access List. The following page appears showing any
addresses already configured for managed access.
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Bushiddemenit A Cedd Ll

ACLS Blow Bl B3mIn 10 restngt inBound WikH-side manspement Connet Lions Lo specilied souf e Aodresses,
The spe<ified adcreas should be in CIDE formal,

AAnies Exampies:

SR 1AR, 1. 500 2 will mlow acoets to all st in the 192.168.1.0 wbnetwork.
FLASS.226. 100 11 wil Miows BCCesd oriy [0 Dhe Rotl with IP addrens T 185306, 106,
A Nebo0t mary e reguined for certain comples Confiparations,

& muisgm of 10 enlnes Can be adoed,

AdAreds

PRI VR8N 50024

2. Toadd an address:
a. Click Add.
b. Enter the address for which you want to restrict access.
c. Click Apply/Save. You are returned to the Management Access Lists page.
d. Toadd up to 9 more addresses, repeat steps 2a - 2c.
3. Toremove an address, click the Remove checkbox next to it and then click Remove. The list is updated.

Logout Timer

On this page, you can define the maximum time that a session can remain open before the gateway logs out.

Note: This feature is available only for SR515ac models.

1. In the left navigation bar, click Management > Access Control > Logout Timer. The following page appears.

' SMART/RG’
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Access Control — Logout Timer

Here you can configure the automatic GUI logout timer.
Avalue of zero disabies the sutomatic logout féature.

Logout Timer Period {enter & value bebween 0 and &0 minutes): :l'!

iy Ty

2. Inthe Logout Timer Period field, type the number of minutes after which a session will be ended. Options are 0 - 60 minutes.
The default is 15 minutes. To disable this feature, enter a zero (0) in the field.
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Update Software

On this page, you can update the firmware of your SmartRG gateway. Software updates for SmartRG products are available for down-
load by direct customers of SmartRG via the SmartRG Customer Portal.

1. Inthe left navigation bar, click Management > Update Software. The following page appears.

' SMART/RG' —
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Update Software
Step 1: Obtain an updated software image fle from your ISP

Step 1: Enter the path to the image file location in the bax below or dick the
"Browie® bulton to locate the image file.

Step 3: (lick the “Update Software® butlon once to upload the new image file,

HOTE: The update proceis takes about I minutes to complete, and your Broadband
Router will reboot.

Coltware File Hame: | Broes b Pl e e

Upetate Seftmie

2. Follow the on-page instructions. When the update has completed, the gateway reboots.

Reboot

Occasionally, troubleshooting measures may require that the gateway be rebooted. On this page, you can reboot your gateway.
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1. Inthe left navigation bar, select Management > Reboot. The following page appears.

SMART/RG’
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Click the button below to reboot the router.
Btboar
Management

Settings
System Log

Security Log

SHMP Agent
Management Server
Access Controd

Update Software
Logout

2. Click Reboot. Your gateway is rebooted and you must log in again if you want to make further changes.
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APPENDIX A: ADVANCED FEATURES

This appendix outlines the advanced features of SmartRG brand home gateway products.

Connect-and-Surf (Automatic Broadband Connection Configuration)

The Connect-and-Surf feature automatically establishes a WAN connection for default-configured gateways obviating the need for
manual or custom configurations. The active physical layer is detected (ADSL, VDSL or GigE) and layer 3 connectivity is established
using PPP authentication or DHCP.

Note: If you prefer to configure your gateway's WAN interface manually, connect a laptop to any of the LAN ports and follow the
instructions in the Logging in to Your SmartRG Gateway and Management Server sections of this User Manual. Do not connect the WAN
interface cable until after the configuration is completed.

Activation (Automatic ACS Connection Configuration)

SmartRG gateways are designed to discover their service provider-specific ACS management settings without custom firmware. We
maintain an activation server that associates a device's MAC address with its service provider's ACS settings. Our gateways contact the
activation server to have their ACS settings modified on initial power up (or after being reset to factory default settings).

Note: Activation server support is provided for ALL SmartRG gateways at no additional cost. SmartRG Inc. enters gateway MAC
addresses into the activation server prior to shipment.

TR-069 Remote Management: ACS Support

With a rich TR-069 heritage and a strong commitment to standards based, remote management, SmartRG gateways are designed for
maximum interoperability with industry leading, TR-069-based remote management systems. Our gateways provide maximum remote
manageability and the highest level of visibility into the connected home yielding:

« Shorter integration times « Improved customer support

o Lower system integration costs o Reduced operational expenses

SmartRG works closely with industry-leading, TR-069 automated configuration server (ACS) solution providers (such as those shown
below) to ensure "plug-n-play" interoperability

galix Com;z:ass/ . ' In addition to being Calix physical layer certified (to ensure Calix access equipment com-
f Agr;sumer onnect : patibility), SmartRG gateways have been tested to confirm maximum interoperability with

- the Calix Compass/Consumer Connect ACS solution.

MAFFINEGY ! Affinegy ACS : SmartRG gateways have been tested to confirm maximum interoperability with the Affinegy
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: ACS solution.

: Cisco Prime

: : SmartRG gateways have a long history of Prime Home (formerly ClearVision) ACS inter-
cISCO : Home™ ACS

operability.
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APPENDIX B: FEATURE COMPARISON MATRIX

SmartRG residential gateways combine WAN connectivity with a firewall-protected router and industry-leading TR-069 remote man-
agement support. Most variants provide 802.11n Wi-Fi connectivity, as well. See the model-specific details below.

Broadband Con- LAN LAN Managed Managed Wi-Fi Wi-Fi Signal IPv6 IPTV
nection ports Device  Firewall Monitor Ready
Discovery
SRS52n | Tri-mode: ADSL2+, (5GE: v i Y 802.11n v v
. VDSL2, Gige i : : : Lo
SR550n : Tri-mode: ADSL2+, :3FE: v i v 802.11n v v
' VDSL2, GigE | +1 ! ' : : Lo
! GE
SRS154C | Trimode: ADSL2+, | 4FE: v . v 802.11n : v v
. VDSL2, Gigf | +1: : : : Lo
! GE
SR512nm | Tri-mode: ADSL2+, ‘4FE: , |, 802.11n 5 v VIR
! VDSL2, Gige 41 ! ' 5 ' P
GE +
Coax .
""""" e S S
SR510n : Tri-mode: ADSL2+, '4FE: v | v 802.11n 5 v LV
' VDSL2, GigE | +1 ! ' : : Lo
! GE
SR505n : Tri-mode: ADSL2+, :3FE: v i v ! 802.11n 5 v LV
' VDSL2, GigE | +1 ! ' : : Lo
! GE
SR500n © Tri-mode: ADSL2+, ‘4FE: v 1 v 802.11n 5 v LVl
' VDSL2, GigE | +1 ! ' : : Lo
! GE
SR400ac: Gigabit Ethernet :5GE: v° v ! Dual-band concurrent : v VoLV
: : : : ' 802.11ac Lo
SR360n | ADSL2+, Ethernet ' 4 FE v v 802.11n v %
SR350N ADSL2+ CAFET v L v 802.11n 5 v LVl
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SMART/RG

Broadband Con- LAN LAN Managed Managed Wi-Fi Wi-Fi Signal IPv6 IPTV
nection ports Device  Firewall Monitor Ready
Discovery
SR350NE: Ethernet C4FET VLV 802.11n v VYoV
SR100 ADSL2+ 4 FE v oV
SR10 ADSL2+ © 1FE v oV

For more information, contact SmartRG Support.
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Q&A

Q: Why are all the indicators off?

A: Check the following:

m  The connection between the power adapter and the power socket.
m  The status of the power switch.

Q: Why is the LAN indicator off?

A: Check the following:

= The connection between the ADSL gateway and your computer, hub, or switch.
= The running status of your PC, hub, or switch.

Q: Why is the DSL indicator off?

A: Check the connection between the “DSL” port of gateway and the wall jack.

Q: Why does Internet access fail while the DSL indicator is on?

A: Check whether the VPI, VCI, user name, and password are correctly entered.

Q: Why can't | access the web configuration page of the DSL gateway?

A: Choose Start > Run from the desktop, and ping 192.168.1.1 (IP address of the DSL gateway). If the DSL gateway is not reachable,
check the type of the network cable, the connection between the DSL gateway and the PC, and the TCP/IP configuration of the PC.

Q: How can | reload the default settings after anincorrect configuration?

A: To restore the factory default settings, turn on the device, and press the reset button for about 1 second, and then release it. The
default IP address and the subnet mask of the DSL gateway are 192.168.1.1 and 255.255.255.0, respectively.

m User/password of super user: admin/admin
m User/password of common user: user/user

REVISION HISTORY
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REV DATE CHANGES ‘
3.5 :6/28/2016 : « Update FCC information; no substantive changes to content.

3.5 :4/26/2016 : o Added information about SR512nm gateway (MoCA feature) and the SR515ac gateway.
: : o Updated screen captures and related descriptions.

 Further standardized wording & formatting.

3.4 :6/20/2015 : « Updated behavior description for the reset button for FW v2.5.0.7
: : « Clarified WLAN button operation with press and hold durations
« Expanded the field definitions for xDSL Statistics page
« Expanded the definition for the MTU Size field added to the PPP Usernam and Password
page
» Added section for Access Control (new feature in FW v2.5.0.7)

« Corrected the table content for the fields seen on the NAT page found in the IPoE WAN
interface workflow

« Miscellaneous formatting and content corrections

o Implemented image compression to reduce .pdf file size

33 11/28/2015 - « Cosmetic enhancements.
: : « Replaced page shots with new Ul color scheme and logos.
« Expanded coverage of Advanced Setup > WAN Service

« General edit

32 110/20/2014: o Visual overhaul. New colors, logo and layout
: : « Added missing sections for Ethernet Config and LAN
« Expanded chapters for Management Server and STUN

30 6/26/2014 o Complete re-write with new layout
: : o Authored complete field-by-field descriptions for each page
o Complete compendium of page-shots for each feature

» Migrated use cases to on-line knowledge base. (See the SmartRG Customer Portal.)
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